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Setting up MFA for Microsoft applications 
Multifactor Authentication (MFA) is an effective way to provide additional security for 

applications. With MFA you’ll need a security code in addition to your username and password 

to log in. 

Authenticator app 
Using an Authenticator app is the most secure, reliable and fast form of MFA available and is therefore 

highly recommended. Therefore, this guide focuses on setting up an Authenticator app as a method 

for MFA. In this manual you will read:  

- How to set up MFA to log in to Microsoft applications such as Teams and Outlook. 

- How to set up an Authenticator app, if you currently have SMS set up as MFA and want to 

switch to, for example, Microsoft Authenticator* for logging in to Microsoft applications such as 

Teams and Outlook. 

 

* In this manual we use the Microsoft Authenticator app. It is available for iOS and Android. Other 

Authenticator apps that support TOTP can also be used, but are not supported. 

 

  



Setting up MFA for Microsoft applications 
 

Step 1. If you want to log in to a Microsoft application that requires MFA (such as Teams or Outlook), 

the screen below will appear when you log in for the first time. Log in here with your username 

<netid>@tudelft.nl and enter your password. 

 

 

Step 2. To set up MFA, click on ‘Next’  

 



Step 3. Choose 'Authenticator app' as the verification method. There are two options to use the mobile 

authentication app: 

• Receive notifications for verification. 

With this option you will receive a notification on your smartphone asking you to approve the 

login. After entering your PIN code on your smartphone, the login is approved. 

 

• Use verification code. 

This option requires you to enter a verification code. After opening the Authenticator app on 

your smartphone, select your TU Delft Microsoft Account and type in the web browser the 

code that is displayed in the Authenticator app on your smartphone and the registration has 

been approved. 

Click on ‘Add' to configure the mobile app.

 

 

  



Step 4. Follow the steps that appear on the computer screen to download and configure the Microsoft 

Authenticator app on your smartphone. After successfully completing these steps, your account has 

been added in the Microsoft Authenticator app on your phone. Then click on 'Next' on the computer 

screen. 

 

 

Step 5. In your browser you will return to the screen where the verification method is now set. Click on 

'Next' to continue. 

 



Step 6. On your smartphone, you will now receive the popup “Approve registration? Delft University of 

Technology <netid>@tudelft.nl”. Select 'Approve'. 

  

 

Step 7. Now add phone verification as a backup method. Just in case you no longer have access to 

the Authenticator app. Enter the phone number where you can be reached as additional security 

verification and click ‘Done’. 

 

 

Step 8. You will receive another notification on your smartphone with the message “Approve 

registration? Delft University of Technology <netid>@tudelft.nl”. Select 'Approve'. 

 

 

 



Step 9. On your computer, the screen below will appear in your web browser. If you are the sole user 

of the computer, you can select ‘Yes’. If other people are making use of the computer, we strongly 

recommend you to select ‘No’. 

 

The Microsoft Authenticator app is now set up as an MFA method for logging in to Microsoft 

applications such as Teams and Outlook. 

  



Setting up the Authenticator app as preferred MFA method 
 

Follow the next instructions if you currently have SMS set up as MFA and want to switch to, for 

example, Microsoft Authenticator* for logging in to Microsoft applications such as Teams and 

Outlook. 

 

Step 1. Go to https://mysignins.microsoft.com/security-info and log in with your username 

<netid>@tudelft.nl and your password. 

 

Step 2. Click on 'Add sign-in method'. 

 

 

Step 3. Select ‘Authenticator-app’.  

 

 

Step 4. Download the Microsoft Authenticator app on your smartphone and click 'Add'. 

https://mysignins.microsoft.com/security-info


 

Step 5. Follow the instructions to add your account to the Microsoft Authenticator app on your 

smartphone. Click ‘Next.’ 

 

 

Step 6. In the Authenticator app, choose 'Scan a QR code' and scan the QR code on the screen in the 

web browser with your smartphone. Your account has now been added in the Microsoft Authenticator 

app on your phone. Click on 'Next' in the web browser. 

 



 

Step 7. You will now receive the message “Approve registration? Delft University of Technology 

<netid>@tudelft.nl”. Select 'Approve'. 

 

 

Step 8. The screen below will appear in your web browser. Click on 'Next'. The Microsoft 

Authenticator app is now set up as an MFA method for logging in to Microsoft applications such as 

Teams and Outlook.

 

 

  



Step 9. Check which default login method is selected. Click on 'Change' behind the default login 

method and choose Microsoft Authenticator - Notification'. Click on 'Confirm'. 

 

The Microsoft Authenticator app is now set as the MFA method for logging in to Microsoft applications 

such as Teams and Outlook. 


