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A B S T R A C T

The growing sophistication and frequency of cyber attacks, as well
as the impossibility to completely secure IT systems force modern
companies to be prepared beforehand for cyber security incidents
and data leaks. An advanced cyber attack can easily trigger a crisis
that involves numerous internal and external stakeholders. The way a
company disseminates security incident information among them is
an essential part of incident mitigation. A proper incident disclosure
strategy can significantly improve the timeliness and the effective-
ness of incident response activities, while a poor strategy can lead to
legal penalties and costly lawsuits. Incident information disclosure,
hence, is becoming an important issue that requires good internal
procedures in place to facilitate incident response process and do not
cause further damage for a company and its audiences.

In this research project we determined four dimensions that shape
organizational preferences regarding incident information disclosure:
harm mitigation and prevention, regulatory compliance, cost-efficiency,
and reputation. Together, they create challenges for a company when
deciding to whom, when, what, and how share incident informa-
tion. After a thorough examination of existing recommendations on
the incident disclosure and business needs, we developed a decision-
support framework that provides step-by-step guidance for organiza-
tions on developing an appropriate incident disclosure strategy. The
overall validity and reliability of the developed framework was tested
using cyber incident scenarios and through an interview with a secu-
rity expert.

The proposed framework provides structure to enable incident dis-
closure processes within a company, and, at the same time, it gives
flexibility to customize the framework according to organizational
business needs. The framework can be applied to all kinds of security
incidents, but its main focus is on dealing with incidents of a cyber se-
curity nature. It incorporates strategic and tactical advice found in the
literature, as well as organizational preferences and concerns regard-
ing the incident disclosure discovered through the interviews. The
framework broadens a pure technical, "wall-and-fortress" approach
to manage cyber security incidents. It increases company’s chances
to successfully mitigate the consequences of such incidents and get
the business quickly back on track.
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1
I N T R O D U C T I O N

He who tries to defend everything defends nothing.

— Frederick II, Holy Roman Emperor

My idea, in its entirety, is that if vile people unite and constitute a force,
then decent people are obliged to do likewise; just that.

— Leo Tolstoy

1.1 background and motivation

Even the casual observer could have noticed the recent uproar over
cyber attacks on governments and businesses worldwide. "Cyberwar
Is Already Upon Us" or "A Digital Pearl Harbor Is Only a Matter of
Time" are just a few headline examples of recent hot discussions over
cybersecurity. The magnitude and impact of cyber attacks have been
rising significantly over the past decade, capturing widespread pub-
lic attention and involving in discussion not only corporations and
cyber specialists, but also media, politicians, and the general public.
In 2012, cyber attacks are among the top five global risks in terms of
likelihood [1], clearly becoming one of the major concerns for devel-
oped societies.

Most enterprise systems nowadays rely on computer infrastruc- "...Technology and
the Internet confer
great advantage on
attackers. The cost,
effort and risk to the
attacker are low, the
reward is high, and
the targets are all in
one place - the
Internet." [2]

tures - whether in storing, processing, and transferring data, or con-
trolling and monitoring physical processes. It is a big dynamic do-
main where an enormous amount of innovation is going on; thou-
sands of tools and applications are being developed on an ongoing
basis to help companies in their needs. All these technologies have
multiple points of vulnerabilities which give adversaries various op-
portunities to disrupt and paralyze IT systems or steal valuable infor-
mation they contain [3].

Different research studies have found that companies usually view
cybersecurity as a technological task and focus on investing in mainly
technical solutions to defense against cyber attacks, like employing
intrusion detection systems (IDS) or log analysis [4, 5]. The reality is,
however, that cyber criminals are constantly improving in their target-
ing and approach at a speed which for many organizations is almost
impossible to match [6]. Recently, Bloomberg Government conducted
a study with 172 organizations in different industries and found that
organizations "would need to increase their cybersecurity spending almost
nine times over – to $46.6 billion from the current $5.3 billion – to achieve
security that could repel 95% of known attacks." [7] Obviously, organiza-
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2 introduction

tions cannot afford such spendings to guarantee total security, so in
the end, organizations are not only attacked often, but also attacked"There are two types

of companies: those
who know they have

been attacked, and
those who don’t."

FBI Director Robert
Mueller.

successfully [8, 6].
A new challenge has emerged for modern enterprises - shifting the

organizational focus of dealing with cyber incidents from pure tech-
nology centric to processes and stakeholders centric, in order to get
a better handle on cyber incidents [9, 10]. Cybersecurity is no longer
a technical discipline, it has evolved into a strategic concept, where
effective incident management procedures have to be established to
help companies reduce as much as possible harm caused by serious
cyber attacks [11].

It has long been acknowledged that an essential part of effective
incident management is communication with stakeholders, since it can
facilitate incident response process, assure compliance, and influence
external perceptions about the company [12, 13, 14]. During the pro-
cess of mitigating the impact of an incident and possibly finding
its causes, various parties need to be properly informed such as in-
frastructure or application providers, third-parties, or business repre-
sentatives [15, 5]. In addition, countries worldwide are introducing
regulations that require organizations to disclose certain incidents to
such audiences like affected individuals, government agencies, or law
enforcement [16, 17, 18]. Finally, keeping external parties informed
about the incident response process can help a company to influence
its brand image damaged after the incident.

There are, however, certain disincentives for companies to disclose
security incident information, such as fear of bad publicity, costly
legal actions, or revealing too much data on their cybersecurity ef-
forts. A fear of losing a good reputation becomes another disclosure
barrier, since admitting a mistake could lead to loss of customers
and negative public scrutiny in general. However, a company that de-
cides not to share relevant information bears a significant risk that
affected stakeholders would know about data leak from third parties
or cyber attackers themselves. In this case, the consequences can be
much worse, like a complete loss of clients’ confidence or civil and
criminal penalties for failure to report cybersecurity incidents. Com-
plex interconnections between people involved in security incidents,
as well as changes in responsibilities during crises when the higher
management takes over certain roles, make the situation even more
difficult.

A good incident disclosure strategy can significantly improve time-
liness and effectiveness of incident response activities, reduce legal
fines, and restore confidence and trust of a company’s key stakehold-
ers. In contrast, a bad incident disclosure strategy can lead to legal
penalties and costly lawsuits, and cause further harm to affected par-
ties [16, 4]. Incident information disclosure is becoming an important,
complex issue that requires good internal procedures in place to fa-
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cilitate incident response process and do not cause further harm for
a company and its audiences.

1.2 research goal

Decision-making considerations described in the previous section even-
tually form a big question for modern companies on how to create
procedures for effective notification of stakeholders after a cyber at-
tack. There is a critical need for a decision support framework that
will ensure incident information disclosure to internal and external
stakeholders in line with both organizational goals and existing re-
quirements. This framework should give an answer on when, what,
how, and, most importantly, to whom to disclose incident information,
within a company as well as outside it, to effectively mitigate the
consequences of a cyber security incident.

The goal of this thesis research is defined as follows:

To design a decision-support framework on organizational dis-
closure of cyber security incident information to internal and
external stakeholders that facilitates incident response in line
with organizational goals and existing requirements.

Such framework would provide a step-by-step guidance for an or-
ganization on accessing the situation and finding the best solutions
on how, what, when, and to whom disclose cyber security incident
information.

In order to gain a profound understanding of the problem envi-
ronment and in-depth knowledge on current business goals and chal-
lenges, the following subquestions should be addressed prior to a
framework development:

q1 Why is cybersecurity a problem for modern organizations?

q2 What challenges do organizations face when deciding on their
incident disclosure strategies?

q3 What recommendations are given in literature on effective notifi-
cation of external and internal stakeholders?

q4 How does a real company perform cyber security incident man-
agement regarding information disclosure? What are the main
preferences and concerns?

q5 What should be the process of arriving at a disclosure strategy
taking into account information gathered from previous ques-
tions?
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1.3 research strategy

This master thesis is based on the Design Science research approach1,
in detail elaborated by Hevner et al. A design science project is a
set of nested problems in which the top level problem is always a
practical problem. The main question of this research is a practical
problem on designing an organizational decision-support framework,
which is decomposed into set of knowledge subproblems (Q1-Q4)
and practical subproblems (Q5), introduced in the previous section.

This research is conducted in the following phases that are aimed
at answering the identified subquestions:

1. Problem conceptualization (Q1). In this phase the study focus is es-
tablished. We discuss challenges cyber attacks poses for modern
enterprises, describes cyber adversaries and their tools, and con-
sequences of successful attacks. We show that proper incident
information disclosure to internal and external stakeholders is
becoming an important task for modern organizations in their
incident response activities.

2. Problem analysis (Q2). In this phase we assess the current sit-
uation within organizations and identify challenges they are
facing when deciding on incident disclosure strategies. These
challenges help to define what should a good decision-support
framework deal with.

3. Synthesis of Practice-Oriented Theories (Q3). In this phase we sum-
marize major recommendations on incident information disclo-
sure from scientific articles and industry white papers with re-
spect to identified challenge categories. These recommendations
are integrated in the framework design to assure rigor of the
study.

4. Comprehension of Business Needs (Q4). In this phase we gain in-
sight in the current "state-of-the-art" of incident information dis-
closure. Results from semi-structured interviews are presented
and critically examined in order to acquire a thorough under-
standing of business needs regarding incident information dis-
closure. These requirements are addressed by the framework to
assure the research relevance.

5. Development stage (Q5). Here, we design the decision-support
framework on cyber incident information disclosure in accor-
dance with the acquired understanding of the business needs
and synthesized knowledge.

1 A detail explanation of the Design Science research method can be found in Ap-
pendix A.
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6. Evaluation stage (Q5). Here, we evaluate the framework by using
cyber security incident scenarios and by asking for a security ex-
pert opinion. Findings are relevant for future improvements of
the framework design. They also set new research opportunities
regarding cyber security incident disclosure.

1.4 thesis structure

The thesis structure is aligned with the main research phases, as
shown at Figure 1.

Figure 1: Thesis Outline





2
C Y B E R S E C U R I T Y C H A L L E N G E S I N M O D E R N
C O R P O R AT I O N S

2.1 why cybersecurity?

We live in a world where enterprises worldwide have their critical
databases connected to the Internet or rely on computer systems that
monitor and control their operational processes. These business real-
ities create a target rich environment for cyber attackers across the
globe [20]. Some attackers are interested purely in money, others in
exposing or paralyzing business operations of corporations and gov-
ernment agencies [6, 21]. The range of cyber adversaries varies from
teen hackers to organized crime groups, industrial spies, terrorists,
and even governments [22, 21].

Despite an attacker’s identity or motivation, a successful intrusion
could cost a company a lot of trouble - financial losses, data leaks,
business disruptions, or infrastructure failures [22]. The global mar-
ket is becoming more and more interconnected, with new stakehold-
ers joining every day, meaning that a cyber attack on one company
could easily trigger unexpected negative events in others [23]. Keep-
ing information and operations secure, thus, is of vital importance for
any enterprise, which becomes the task of cybersecurity.

2.1.1 Key Definitions

In this research, we refer to cybersecurity as body of technologies, pro-
cesses and practices designed to protect organizational networks, computers,
programs and data from attack, damage or unauthorized access [24]. Or, by
using information security attributes, cybersecurity seeks to ensure
confidentiality, availability, and integrity of digital information and in-
formation systems [25, 26].

When a company experiences negative cybersecurity events like
data breaches, systems interruptions, malware, or virus outbreaks,
it can be referred to as a cyber incident. The precise definition of a
cyber incident depends on a particular company. However, in broader
terms, we can talk about an adverse event in an informational or
operational system that impose harm or the attempt to harm for an
organization [27].

There could be different causes of cyber incidents. Natural disas-
ters, like Hurricane Katrina, can create a cyber incident by turning
off electrical supply of an organization and thus shutting down their
IT systems [28]. In this case, it is said that the cause of an incident

7



8 cybersecurity challenges in modern corporations

is unintentional. This master thesis, though, looks at cyber incidents
that are intentional and caused by cyber attacks - deliberate human at-
tempts to evade security services and violate the security policy of a
system [27].

It is important to understand what kind of challenges cyber attacks
create for modern companies. Being fully aware of who represents
the cyber threat, what they can do and what can be an impact of
a cyber intrusion is the first step of any organization in designing
their incident response procedures [22, 21]. The remaining part of
this chapter is aimed at answering these questions.

2.2 getting real about cyber adversaries

As long as information technologies exist, there have always been
individuals or groups that use it inappropriately for different reasons.
At starters it was mainly recreational hackers who liked to make some
technology-based jokes or intrude in networks just for fun or showing
off. It was random activity, that did not target specific companies.
Hackers were not intending to cause harm to other computers, and
some of them even developed and followed a hacker’s ethics [29].

However, the changing ways of doing business have created new
opportunities for people with criminal intentions. When computers
and networks became inevitable part of corporations, when large
amount of credit card numbers, account credentials, and other valu-
able information became reachable through the Internet, hackers real-
ized that they could make money on it and began to organize criminal
groups [29, 5]. Through online message boards, they have started to
share intrusion techniques and newly discovered vulnerabilities re-
ducing the marginal cost of cyber crime [6, 30]. Less technical skill
have become required to take advantage of the organizational net-
works. Before the world knew it, cyber crime became a global activity,
with the participants from all over the world communicating anony-
mously.

The situation is getting worse. Nowadays money is not anymore
the main purpose of cyber attacks. The rich variety of information
being stored on organizational servers and different tools available
to perform intrusions have allowed cyber adversaries to experiment
with final attack goals. Besides, more and more operational technolo-
gies, like SCADA, are becoming accessible from the Internet and thus
potentially vulnerable to assault. Cyber attacks are being used for es-
pionage, industrial sabotage, or even as a sort of punishment for orga-
nizations who are doing business in a way not appreciated by hacker
communities. Attacks stopped being random, today’s many hackers
know exactly whom they want to strike and are patiently waiting for
the results [21, 23].
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2.2.1 Who are they?

In general, the current literature on cyber threats distinguish the fol-
lowing groups of cyber adversaries [31, 22, 23]:

individual hackers

Individuals who are making unauthorized attempts to bypass
the security mechanisms of organizational informational and
operational systems for their own specific purpose. They can be
either insiders (disgruntled employees) or outsiders (individual
phishers, spammers, malware authors).

industrial spies

Individuals or groups spying to obtain secret information for
commercial purposes, for example on science and technology.
The goals of cyber espionage can vary from saving money on
research and development to undercutting a competitor’s ten-
der.

organized crime groups

Groups that use computer systems and the Internet as the main
element to create fraud, such as distribution of malware, phish-
ing, and theft of valuable information such as credit card cre-
dentials. In the majority of cases, the goal is economic fraud,
where there is an intention to steal money, property, or a legal
right.

hacktivists

Hacktivists are hackers who perform attacks for a politically or
socially motivated purpose [5]. Actions of hacktivists are not
aimed at individuals, but rather companies or government enti-
ties with an attempt to cause disruptions to their networks and
services in order to bring public attention to some political or
social cause. Quite often referred to as white hats since their
main goal is not to commit crime but "to expose the corruption
and greed inherent in the playbooks of big business and rogue
regimes powered by hyper-capitalism and intent on plundering
the natural resources of the planet." [32]

national governments

Governments that initiate state-sponsored espionage, for exam-
ple for national security purposes, or deliberately perform sab-
otage in other countries as part of some political operation.

terrorists

Terrorist groups that moved to cyberspace with an intention to
use computer, networks, and public internet to cause destruc-
tion and harm for political or ideological objectives.
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2.2.2 What are they after?

No longer is it the time when cyber attacks are targeting financial in-
stitutions and agencies operating with personal information that can
be stolen. Nowadays cyber attacks can also target operational indus-"If you want to hit a

country severely you
hit its power and

water supplies.
Cyber technology

can do this without
shooting a single

bullet." [33]

tries like water, oil and gas sector, since these systems are more and
more controlled using computing equipment that is connected to the
Internet. The Stuxnet attack on the Iranian plant, for example, has
become a wake-up call for the modern world, proving that critical in-
frastructures are also exposed to cyber attacks [11]. At this moment,
the governmental concern about cyber attacks is becoming more un-
derstandable. While hacking commercial enterprises was being seen
as mainly their internal problem, attacks against control systems and
critical infrastructures are extremely undesirable for societies as a
whole.

The recent study on purposes of cyber attacks revealed that intru-
sions to disrupt business and production processes happened more
often than other ones [21]:

1. Disruption of business and production processes - 30,0%;

2. Access to money - 16,6%;

3. Obtaining information on intellectual property - 16,1%;

4. Access to third party information or systems - 14,6%;

5. Obtaining Information concerning business operations, e.g. merg-
ers and acquisitions - 12,1%;

6. Others - 10,6%.

It is crucial to discover which company’s assets can be exploited
by cyber attackers, not only from financial point of view, but keeping
in mind other attackers motivations. Security specialists mention the
following goals of cyber adversaries as a check-list for an enterprise
[22, 21, 23]:

- personal interests (showing off, revenge),

- financial interests (theft, business competition),

- intellectual property interests (espionage),

- ideological interests (political disagreement),

- state interests (policy makers decisions, military strategies).

There is also a growing tendency in multi-stage attacks, when cyber
adversaries target a company just because it is in the middle of some
value chain, and can be used as a bridge to exploit other organizations
[16]. Hence, a company’s assessment of potential cyber attacks goals
should also cover important players in its value chain.
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2.2.3 What are their tools?

Today’s Internet gives a perfect opportunity to collaborate and ex-
change tools for criminal activity through social network platforms
and file exchange websites. As a consequence, cyber attacks are be-
coming more standardized, automated, and easier to perform. Even-
tually, more sophisticated intrusions can be performed by less mature
adversaries [9].

Figure 2: Ever changing threat landscape. Adapted from Walk.

Figure 2 illustrates the sophistication of hacking knowledge through
the past decade and lists the most common tools to perform attacks.
New attack vectors have appeared, as well as the types of virus pay-
load. It all started with attacks on personal computers, and now mo-
bile devices and cloud computing are in the game as new ways of
storing enterprises information. Organizations have to consider all
possible types of cyber attacks, so significant technical knowledge is
required to combat them, in contrast to the knowledge required for
hacking.

In addition to the general sophistication of hacking tools, attacks
nature have also changed from traditional to advanced once. Robert
Lentz, the CEO of Cyber Security Strategies, clearly explains the shift
in his Cyber Security Maturity Model [35]. According to him, cyber at-
tacks used to be openly known, exploiting known unpatched vulnera-
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bilities, targeting a broad range of people and organizations, and only
for one-time hit. In recent years attacks have become more stealthy,
exploiting zero-day vulnerabilities, targeting specific organizations, and
persistent by nature (Figure 3). Such attacks are also commonly known
as Advanced Persistent Threats (APT).

Figure 3: A shift towards advanced cyber attacks. Derived from Lentz [35]

APTs can easily create severe consequences for an organization, in-
volving multiple stakeholders, and requiring high-level incident re-
sponse strategy in order to minimize damage and quickly resume
mission essential functionality.

2.3 defense against cyber crime . shifting perspective

The trends described above shift the overall perspective of how to"Notwithstanding
rapidly growing

investments in
security measures, it

has become clear
that cybersecurity is
a technological arms

race that, for the
immediate future, no

one can win." [? ]

defend against cyber adversaries. The World Economic Forum report
on Global Risks of 2012 [1] emphasizes it by introducing Axioms for
the Cyber Age:

1. Any device with software-defined behavior can be tricked into
doing things its creators did not intend.

2. Any device connected to a network of any sort, in any way, can
be compromised by an external party. Many such compromises
have not yet been detected.

In other words, the traditional "wall-and-fortress" approach, like
installing firewalls and anti-viruses, is not enough anymore to keep
intruders out, and cyber incidents will happen. This fact is recognized
by the majority of security specialists, but still remains a big challenge
for companies that want to change their methods in dealing with
cyber attacks and develop strategies that will help them limit the
damage.
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2.3.1 Cyber Security Maturity Model

Lentz, former chief security officer of U.S. Department of Defense, in
his Cyber Security Maturity Model measures the state of cybersecurity
governmental and private companies by introducing five levels of
maturity on the way towards resilience against cyber attacks [35] . The
model places the majority of modern companies at Level D - when
technologies are at the core of responding to cyber threats (Figure 4).
These companies are close to combating traditional cyber threats, but
there is still long way to go to defend against the APTs.

Figure 4: Cyber Security Maturity Model. Derived from Lentz [35]

a . resilient enterprise

Predictive and mission focused, the enterprise isolates and con-
tains damage, secure supply chains and protect key critical in-
frastructures to operate through cyber attack;

b . dynamic defense

Predictive and agile, the enterprise instantiates policy, illumi-
nates events and helps the operators find, fix, and target for
response;

c . integrated picture

Loosely integrated with focus on interoperability and standards
based data exchange for situational awareness;
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d. tools-based

A company applies tools and technologies to assist people in
reacting faster to cyber incidents;

e . reactive & manual

People based following doctrine and doing their best to "put
out fires".

2.3.2 Cyber Crisis Management Solution

In order to combat APTs and reach the level B on the curve, treating
cyber incidents only as a technical problem is not longer a solution
for modern enterprises. The scope and nature of cyber attacks have
changed, as well as the amount of public attention surrounding them.
A company will have to develop an entire cyber crisis management
solution that will assure agility and overall effectiveness of incident
mitigation.

PwC [5] introduces the main stages of the cyber crisis manage-
ment shown in Figure 5. Only some of the stages require technical
resources, like ongoing threat monitoring, or root cause analysis. Oth-
ers, such as law enforcement coordination, public relations and me-
dia, breach notification, require right policies and people in place to
ensure effectiveness of cyber crisis management.

Figure 5: Cyber Crisis Management Process. Derived from [5]

Having organizational services in place, related to public relations,
breach notifications, or communication with third-parties like law en-
forcement, would broaden pure technical approach to managing cy-
ber security incidents. By ensuring coordinated messaging among all
parties involved, a structured response can be guaranteed to increase
a company’s chances of successfully mitigating the harm and get the
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business quickly back on track. It is an essential step for any company
that wants to increase their level of cyber security maturity.

2.4 summary

In this chapter we showed how the task of cybersecurity has slowly
become one of the main concerns for modern enterprises. We re-
vealed the nature of cyber adversaries, what their motives are, tools,
and what damage they can create for an organization by initiating
cyber attacks.

While many cyber attacks can be relatively harmless (not doing
any evident damage to equipment or systems, or targeting data that
well encrypted), some of them, like APTs, may easily lead to a crisis
situation to be managed. For instance, when there is a leak of per-
sonal data or disruption of services. We discussed why, especially in
case of advanced attacks, incident response is no longer a pure tech-
nical problem, and requires policies and people in place to guarantee
structured cyber crisis management.

Coordinated messaging, or information disclosure, between key au-
diences was shown as an important part of cyber crisis management.
The next step is to determine more precisely how a company can ben-
efit through a proper incident information disclosure strategy, and
what should be done in order to guarantee its effectiveness during
the incident response process.





3
I N C I D E N T D I S L O S U R E A S A C O M P L E X
O R G A N I Z AT I O N A L P R O B L E M

In the previous chapter we showed that the current state of cyberse-
curity means that organizations hardly have a chance to withstand
all cyber attacks, especially the advanced ones, and therefore cyber
incidents, unfortunately, will occur. Already several decades ago re-
searchers agreed that incidents cannot be planned, but a company’s
response to them can be "in enough scope and detail to minimize dam-
age of a potentially explosive situation." [14] As part of incident man-
agement, incident information disclosure to stakeholders has been
widely considered as the cornerstone activity during a crisis as it
can have a significant impact on the timeliness and effectiveness of
incident mitigation [36]. A lot of research has been done on discov-
ering the role of information disclosure in incident management pro-
cedures, its benefits, drawbacks, and the challenges a company faces
when developing their disclosure strategies [12, 37, 38, 39].

The challenge of this research is that, despite the rich literature
base on crisis communications, only a few papers specifically target
cybersecurity crisis situations [5, 4, 16]. The vast majority discusses
the issue from a broader perspective, not going into details of incident
types that might affect a company. While some general findings and
advice can still be applicable to cyber incidents, this research aims
to look at incident information disclosure not only from a general
perspective, but also to take into account specifics of cybersecurity
incidents.

3.1 disclosure definied

At this point it is important to define more precisely the term disclo-
sure. During this research "disclosure" will be used as a shorthand for
the dissemination of cyber security incident information to internal
and external stakeholders.

Incident information disclosure is the key element of crisis commu-
nications and should not be confused with it. Crisis communication
is a broader field which also includes such activities as the collection
and processing of incident information [37].

Such terms as "information dissemination", and "stakeholders notifica-
tion" will serve as synonyms to "disclosure" and appear periodically
in the report.

17
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3.2 why plan for incident disclosure?

Every crisis creates the need for information, both for people dealing
with it inside the company as well as outside audiences [37]. Incident
information disclosure, thus, is an essential part of crisis communi-
cations, which can, according to Reynolds and Seeger "reduce and
contain harm, provide specific information to stakeholders, initiate
and enhance recovery, manage image and perceptions of blame and
responsibility, repair legitimacy, generate support and assistance, ex-
plain and justify actions, apologize, promote healing, learning, and
change." [39] At the same time, incident information disclosure is a
complex task since it depends on both organizational internal factors
and external ones, such as "culture, legal system, and institutional
background" [40].

Speaking about cyber incidents, in 2011, 92% of cyber security breaches
are discovered by a third party [9], meaning that in the majority of
cases a company will not be able to hide what happened and will
have to establish a dialogue with external parties. 85% of all incidents
took weeks or more to discover thus affecting more stakeholders and
causing more harm, so a company has to be prepared to give a proper
incident explanation in order to avoid public censure. Existing and
upcoming regulations make the situation even more difficult requir-
ing the notification of regulatory authorities, law enforcement, or the
public in such cases like personal data breaches [16].

Not having processes in place to ensure timely and consistent com-"The consequences
of any

unplanned-for
occurrence, however

calamitous, can
always be less costly,

and less traumatic
when ’crisis

communications’ are
thoughtfully
prepared in

advance." [14]

munication with stakeholders can lead to damaging consequences.
Bad communications can contribute to overall confusion about the
situation among key audiences, initiate rumors, and trigger a sell-
off of company’s shares [14]. In contrast, clear communications can
help to quickly engage internal and external stakeholders in incident
response, and help them make sound decisions faster [41]. It will in-
crease overall transparency of an organization, which is beneficial for
any company in times of new disclosure regulations and increased
public scrutiny [41]. An information disclosure plan would guaran-
tee the described benefits and limit the chance of further incident
escalation.

3.3 internal and external stakeholders . who are they?

Being complex by nature, cyber incidents involve various internal and
external stakeholders, which further complicates crisis management
activities. Since these stakeholders constitute the objects of disclosure,
it must be clearly understood who are the stakeholders among which,
if cyber attack occurs, information should be disseminated.

While the precise set of stakeholders depends on the particular
case, a company still can distinguish general groups of stakeholders
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depending on their motives and capabilities. McMillan from Gartner
Research introduces four major incident response stakeholders (Fig-
ure 6):

Figure 6: Incident Response Stakeholders. Derived from [42]

controllers

- entities that ensure a company meets standards in dealing with
cyber incidents;

supporters

- entities that help a company to respond to a cyber attack;

value chain

- entities that are core to the business;

adversaries

- entities that may work against a company.

Each stakeholder group may require different notification in terms
of time, content, and methods. The value chain wants to be quickly
and fully informed of the impact of a cyber incident on business. Con-
trollers require other piece of information - that disclosure proceeds
in accordance with requirements and does not impede investigations.
Supporters, if notified earlier and in greater technical detail, can assist
greatly in responding to an incident. Even maintaining communica-
tion with adversaries, as been said in "keep your friends close, and
your enemies closer", can help a company to suffer less damage from
media coverage and possible further attacks from cyber adversaries.
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In general, companies disclose cyber security incident information
to certain stakeholder groups for a variety of reasons, such as comply-
ing with legal requirements by notifying controllers, asking for help
supporters, or restoring reputation in the eyes of the value chain and
media [4, 38, 16]. Regardless the motive, these activities will require
different approaches in terms of notification audience, time, content,
and methods, which complicates the decision-making process of de-
veloping a unified incident disclosure strategy.

3.4 four dimensions of incident information dislosure

The first step in solving the described decision-making puzzle is
to look inside the black box of a company’s behavior and define
the main dimensions that shape organizational preferences regarding
when, what, how, and with whom to share security incident informa-
tion. Trying to satisfy the requirements of all dimensions, a company
faces various challenges to deal with (introduced later in Section 3.5)
in order to choose the most appropriate incident disclosure strategy.

To get a better understanding of the organizational determinants
to disclose security incidents, we investigated the available literature
regarding information disclosure. Meek et al. state that disclosure
strategies are shaped "by existing regulations and by the costs asso-
ciated with disclosure, such as information collection and processing
costs, litigation costs, and proprietary (i.e., competitive disadvantage
and political) costs" [43]. Public pressures from media and reputa-
tional concerns are mentioned by Healy et al. and Coombs as another
determinant of organizational disclosure strategy. In general, these
claims correlate with the findings of Schwartz and Janger, who, in
their research on data breach notifications, conclude that organiza-
tional disclosure strategies are influenced by three forces: regulatory,
economic, and reputational.

These authors, however, does not consider the process of incident
response itself as a motivation to disclose security incident informa-
tion. Still, more and more papers on security incidents emphasize
that information sharing is a key component to successfully mitigate
harm caused by security incidents, and also to reduce the chance of
their occurrence in the future [46, 47]. Cyber incidents are becoming
more sophisticated and frequent. Companies lack employees that can
deal with the whole scope of potential security attacks. In this case,
information sharing among companies and government agencies on
security incidents can become a "life saver" in case of advanced cyber
attacks [47, 4].

As a consequence, in this research we add the fourth determinant
harm mitigation and prevention to the three ones previously identified
by Schwartz and Janger. Eventually, it gives us four determinants
(or "dimensions", as we refer in this research) of security incident
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information disclosure: harm mitigation and prevention, regulatory com-
pliance, cost-efficiency, and reputation (Figure 7). We chose the name
"cost-efficiency" rather then "economic" to get a better representation
of what is meant by this dimension - ensuring that the perceived ben-
efits of the disclosure exceed the perceived costs.

Figure 7: Four Dimensions of Cyber Incident Information Disclosure

The rest of the section explains why each dimension is a key ele-
ment in making decisions about cyber incident notifications to inter-
nal and external stakeholders.

3.4.1 Harm mitigation and prevention

When a crisis strikes, time to make decisions is short, available in-
formation is limited, and overall pressure is high. The role of human
decision-maker becomes a crucial one [45], which requires timely and
relevant information to be disseminated across an organization in or-
der to make sound decisions. Incident information disclosure, thus,
becomes a cornerstone activity in harm mitigation after a security in-
cident. It can reduce the chance of incident escalation and limit its
interference with normal business operations.
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Incident disclosure helps to mitigate harm by increasing situational
awareness within a company. Better situational awareness allows em-
ployees to evaluate potential risks, and then prepare and execute
courses of action without negative consequences to the enterprise [48].
For example, an internal team dealing with a cyber incident should
be constantly aware of its business seriousness. Without proper un-
derstanding of the incident’s impact on the organization, employees
can make decisions that will further aggravate a company’s already
precarious position. Sensitive information can be released to outside
parties through internal negligence, which will lead to further escala-
tion of the incident and greater disruptions.

Incident disclosure can help to prevent future harm by making em-
ployees learn from the bad experience, or by voluntarily sharing in-
cident information across industries, in order to improve overall cy-
bersecurity [45, 47]. Hausken, in his paper on information sharing
among firms and cyber attacks, showed that organizational aggre-
gate defense can be improved through exchange of information with
other companies, when security investments become too costly [49].

While being a necessary activity within a company, incident infor-
mation disclosure to outside audiences can be quite dangerous and
cause even more harm. It can attract new waves of hackers trying to
exploit the publicly announced vulnerabilities, thus escalating an in-
cident. Or it can make criminals engage in fraud, who will pretend
to provide help for affected stakeholders. As a consequence, a fear
of providing cyber attackers with the "roadmap" inside the company
or causing further damage to stakeholders often prevents firms from
sharing the data on cyber security incidents.

Last but not the least, organizations may already have individuals
who are responsible for a wide range of activities regarding cyber
security. Still, there is neither standardized job descriptions which
determine responsibilities of each position, nor proper description
of how communication channels should be organized between em-
ployees and with external stakeholders [50, 45]. Incident disclosure
strategy should address this problem, so a cyber security harm can
be effectively mitigated and the risk of future harm can be reduced.

3.4.2 Regulatory compliance

Regulatory compliance can prevail in the organizational decision -
making process during a crisis, also with respect to incident infor-
mation disclosure [13]. Recent cyber attacks on DigiNotar [51] and
KPN [52], and the delays with which dependent stakeholders were
informed of the data breaches, show that companies are still lacking
a good approach on stakeholders notification. In order to address the
issue, laws increasingly require and advise organizations to be more
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proactive and open to the public in the face of cyber attack threats,
and disclose cyber security incident information [53].

Currently, the requirements on disclosure of cyber security incident
information exist when 1) there is leak of personal data; 2) cyber
incident presents a material threat for an organization.

With respect to personal data breaches, some regulations concern
only specific industries, like financial and health institutions, or tele-
com providers [16]. These regulations require that notification are
provided either to the individuals affected, state regulatory agencies
and law enforcement, or only to individuals affected. The failure to
notify these entities may result in big fines to a company. Regulations
set the costs highest for the high-risk breach types, and cyber attacks
are among them. Hence, it is of high importance to make an organi-
zational disclosure strategy consistent with current laws, and review
it on an ongoing basis since regulations change.

Regarding cyber incidents as a material threat, the U.S. Securi-
ties and Exchange Commission (SEC) requires the disclosure of material
events 1 for every listed company on the New York Stock Exchange
(NYSE) [54]. Before last year, companies used to exclude cyber inci-
dents from the scope of SEC requirement since it did not explicitly
state otherwise. To clarify the situation, SEC issued guidance on Oc-
tober 13, 2011, which emphasizes that cyber-risks should be disclosed
as any other type of incident [55]. Since then, a company has to de-
termine the correct definition of what constitutes a material cyber
security incident and disclose them in financial statements, annual
reports, or Forms 10-K, 20-F, 40-F [18].

What further complicates the regulatory compliance in terms of in-
cident disclosure, is that cyber transactions are not tied to particular
location as laws usually are [4]. They occur globally, hence organi-
zations operating within multiple jurisdictions must comply with a
"lengthy list of regulations varied depending on a type of business,
vertical industry, and the geographic location." [16] Team members
from one country may initiate actions that are illegal in other juris-
dictions, so communication mechanisms should be established that
create a constant awareness of an incident’s geographic specifics. A
company must be familiar with requirements of all countries it oper-
ates in and understand how cyber incidents fall under the scope of
these regulations. If a cyber attack results in a leak of personal data,
an organization will have to comply with notification requirements
of all countries whose citizens are involved in the incident. Please re-
fer to Appendix B for a detailed problem example and a list of data
breach notification laws around the globe.

1 Event is considered material if it can influence investment decisions of the company’s
investors. Or, simply say, if an event impacts the company’s stock price, then it is
material.
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3.4.3 Cost-efficiency

Financial resources is the main determinant of an organizational choice
of their disclosure strategy [12]. According to Schwartz and Janger "a
firm seeks to calibrate security expenditures according to the level
of legal liability and the financial risks that they bear from leaked
information." A company may not be able to adopt particular dis-
closure strategy, e.g. due to further costly lawsuits, in this case the
less-expensive strategy will be chosen. In short, incident information
disclosure should bring more benefits to a company than associated
costs.

In this sense, financial constraints may even create so-called disclo-
sure disincentive: a company will prefer to stay silent if there is no ex-
ternal discovery of an incident [45]. It will allow avoiding costly legal
actions and dedicating organizational resources and time to actual
incident response, instead of dealing with media, law enforcement,
and other agencies. Additionally, public disclosure of an incident can
indirectly benefit a company’s competitor, when old customers or in-
vestors will decide to switch to the competitor in order to feel more
secure.

With respect to cyber security attacks it might be expected that the
quick notification of affected parties is in the company’s best interest.
However, according to the Ponemon Institute’s annual investigation
[53], quick incident response activities can cause cost inefficiencies re-
sulting in a firm overpaying for data breach mitigation procedures. At
the same time, too late notifications can result in the irreparable dam-
age of company’s reputation, loss of clients and public confidence.
Thus, a timely and not speedy incident response is needed [56], and
how to determine these "timely" frames is becoming a big issue, to
assure both cost-efficiency and safety of the company’s reputation.

3.4.4 Reputation

The last key focus of a company when choosing its disclosure strategy
is that it should contain the damage to reputation, and restore the
confidence and trust of key stakeholders.

Reputation is a valuable asset for any organization: it can attract
new customers and talented employees, generate new investments
and create competitive advantages [12]. A good reputation provides
enhanced legitimacy, lower operations costs, greater market accep-
tance of new products, an enhanced ability to withstand times of
trouble. At the same time, a damaged reputation can cause conse-
quential loss of customers and investors and higher public scrutiny
of further business operations [57].

As a result, companies quite often are more afraid of a damaged
reputation caused by bad publicity than the actual financial losses
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while dealing with the incident [53]. According to a recent survey
from PwC, reputational damage is the biggest fear of 40% of respon-
dents when experiencing cybersecurity incidents [8].

The reason of such fear is that nowadays reputation is very ex-
posed to criticism. The growing number of media sources like blogs
and social networks allows negative information and rumors to be
spread in a matter of seconds [5, 12]. Plus, there is an increasing num-
ber of hacktivists attacking companies specifically to share negative
information about them using media. Media, at the same time, has
become the main source from which external stakeholders get the in-
formation about organizations [57]. Consequently, they will tend to
adopt the media’s view on an incident, and a company in turn will
find it difficult to change already formed perceptions of an external
audience during a crisis.

Hence, incident information disclosure must reflect extant percep-
tions about the company. If regulations allow, a company may pre-
fer to keep tight control on its incident information disclosure and
choose a non-disclosure strategy which avoids bad publicity [45]. At
the same time, if a cyber incident is discovered externally (which
happens quite often, as mentioned earlier), no matter how much a
company wants to keep quiet, as Argenti fairly notices: Silence... can
prove to be a brand’s most damaging strategy." [58].

A company may also chose a different disclosure strategy in terms
of crisis justification. Cyber attacks are performed by people with
malicious intents, so a company may opt for posing as a victim, and
defense against any negative feedback by blaming hackers. Or, if an
incident is the result of a simple attack which the company could have
prevented by having better security controls, and external audiences
know it, a company would rather apologize and ensure that it has
learned from the incident.

3.5 cyber incident disclosure challenges

The four described dimensions create a situation during a crisis when
a firm’s ability to quickly access the situation and arrive on the appro-
priate disclosure approach becomes limited at best.A company starts
facign decision problems regarding the audience and timing of no-
tifications, the notification content and methods of information dis-
closure. Below, in Table 1, we summarized challenges from the four
dimensions into the following categories:

"whom" category applies to audience receiving incident informa-
tion notifications. It can be any party out of the four stakeholder
groups introduced earlier: value-chain, supporters, controllers,
or adversaries.
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"when" category refers to the timings when security incident infor-
mation is disclosed. It includes notification triggers, speed with
which information is disclosed, and frequency of the informa-
tion updates.

"what" category describes content of what is being disclosed. A no-
tice may include the issue time, the senders, the receivers, the
subject, and the main body [59].

"how" category refers to the methods by which security incident
information is disclosed. A company may use different commu-
nication channels for this purpose, like e-mails, phones, website
postings, newspapers, television, etc.

"To whom" "When" "What" "How"

Harm
mitigation and
prevention

Identifying the right
stakeholders to be in-
formed for effective
incident response and
harm mitigation

Identifying when
to release notifica-
tions to facilitate the
incident response
process

Creating a proper no-
tice to each stake-
holder group, so they
can evaluate risks and
take the right course
of actions

Identifying notifica-
tion methods that
assure speed and
correctness of the
disclosed information

Regulatory
compliance

Identifying who must
be notified due to le-
gal requirements, if
any

Identifying the spe-
cific timings of
stakeholders notifica-
tion required by law,
if any

Identifying what in-
formation must be in
the notice due to legal
requirements, if any

Identifying what no-
tification methods to
use due to legal re-
quirements, if any

Cost-efficiency Assuring that the
scope of notified
audiences reflect
the severity of the
incident

Assuring that the dis-
closure times do not
further aggravate a
company’s situation

Assuring that infor-
mation disclosed does
not create further fi-
nancial losses

Identifying cost-
efficient notification
methods

Reputation Identifying stakehold-
ers who can help re-
store reputation, and
those who can dam-
age it

Identifying the appro-
priate timings of inci-
dent notifications that
is beneficial for a com-
pany’s reputation

Identifying what dis-
closure content can
help restore reputa-
tion, and do not dam-
age it

Identifying notifica-
tion methods that
are beneficial for a
company’s reputation

Table 1: Incident Information Disclosure Challenges

Together, these challenge categories create a decision-making land-
scape of organizational security incident information disclosure. Ev-
ery challenge should be addressed and solutions should be evaluated
in order to choose the most appropriate disclosure strategy, and there-
fore ensure an effective cyber incident management process.

3.6 summary

In this chapter, we discussed why planning for disclosure is impor-
tant for any company as well as defined stakeholder groups that fall
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under the scope of notifications. We introduced the four key dimen-
sions of incident information disclosure strategy that determine a
company’s preferences on what, when, how, and with whom to share
after a cyber crisis strikes. In examples, we showed how these dimen-
sions create notification alternatives for a company to choose from.
These choices result in a set of challenges for a company to deal with,
which are summarized in the table in the last part of the chapter.

Every incident is unique, and there will never be a silver bullet
among disclosure strategies that will solve every disclosure problem
a company faces. Still, if a company employs certain procedures and
tools that help in analyzing all of its choices, there is a good chance
that the final disclosure strategy will bring the best possible outcome.
The decision-support framework, hence, must employ certain mech-
anisms that will allow a company to find a solution for each of the
identified challenges from the table.

The next step is to collect all relevant recommendations from theory
and practice that address the introduced decision challenges. These
recommendations will be necessary to provide a solid base for the
decision-support framework; to ensure that it is built upon an existing
knowledge base and considers the current business needs regarding
incident information disclosure.





4
R E C O M M E N D AT I O N S O N C Y B E R I N C I D E N T
I N F O R M AT I O N D I S C L O S U R E , A L I T E R AT U R E
R E V I E W

Having identified organizational challenges on cyber incident infor-
mation disclosure, the next step is to review current academic and
professional literature that may give useful recommendations on how
to deal with the described problems. Such review is essential for
this project to guarantee that the final outcome is built upon exist-
ing knowledge and that the working advice have been taking into
account.

An important starting point is that there is no commonly agreed strat-
egy on incident information disclosure. It is true for any type of incident,
not only cyber related. Every incident has a unique set of traits [4],
plus different organizations follow different business models [30], so
the academic and practitioner experts agree that disclosure strategies
vary widely across organizations. Moreover, they would be adjusted
on case-by-case approach for every particular incident [45, 38, 4].

To have a generic disclosure plan is the first and very important
step in a company’s efforts to build effective communications, but a
company must have some decision-making support mechanism that
will help to adjust this plan for every crisis situation. This mechanism
should assist in dealing with every challenge category we introduced
earlier.

In this chapter, we discuss two common types of recommendations
on crisis communications, and summarize advice related to all iden-
tified challenge categories: disclosure audience, time, content, and
methods. In the end, we gather the major recommendations in one
table, to incorporate them later in the framework design.

4.1 strategic vs . tactical advice

What we noticed during the literature review, is that, in general, there
are two different approaches to giving recommendations. Some au-
thors and security firms go with a narrow look at the problem and
provide a set of "how to" instructions, like "prepare for follow-on in-
quiries by opening a 1-800-xxx call center" [60, 4]. Other authors look at
the problem of crisis communications from a broader perspective, by
giving recommendations that are particularly designed to help orga-
nizations achieve certain business goals [37, 36, 39]. One example can
be a full-disclosure strategy to help a company restore its reputation
[38].

29
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Coombs explains this situation by dividing crisis communication
theory into tactical and strategic advice. According to him, "strategic
crisis communication research seeks to understand how crisis com-
munication can be used to achieve specific outcomes and have the de-
sired effect on stakeholders." [61] In contrast, tactical advice is more
about performing concrete actions, so a certain strategy can be ac-
complished. Tactical advice can vary widely for different types of
industries, different locations, and type of data a company operates
with.

We find this double nature of advice as a good approach to collect
the recommendations from the literature on the identified challenge
categories. Further sections will present advice from the literature
based on their strategic or tactical nature.

4.2 recommendations on audience to whom information

is disclosed. "to whom"

4.2.1 Strategic advice

With respect to internal notifications, the main goal a company pur-
sues with its disclosure strategy is harm mitigation after a cyber inci-
dent, so there should be a clear process established for gathering the
incident response group on a very short notice [5]. The roles and re-
sponsibilities of people joining the team should be well defined, that
vary depending on the level of the incident [4]. An incident level is
established during the incident impact assessment, when a company
estimates the overall impact they experience because of the incident
[62].

With respect to external notifications, the situation is more compli-
cated by specifics of every incident and the mix of goals a company
wants to accomplish with their disclosure strategy. In some cases, like
personal data leaks, a company could set the regulatory compliance
as the first preference and immediately notify law enforcement or
government agencies to avoid possible legal fines in future [45, 16, 4].
In case of an advanced cyber incident, a company may decide first to
notify third-parties with cyber experience, asking them for assistance
in the incident response and harm mitigation.

Trying to deal with this variety of options, several authors intro-
duced a strategy that describes two main levels, or thresholds, that
trigger notifications to specific audiences such as external authorities
or affected individuals. Burdon et al. call this strategy two-tier notifi-
cation trigger approach. The first threshold concerns security incidents
resulting in unauthorized access and data acquisition, but there is no
evidence of harm to external audiences. The second threshold con-
cerns incidents with the reasonable risk of harm, like criminal misuse
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of data [63, 45]. Depending on the threshold, a company is advised
to notify the following external stakeholders:

the 1st threshold. Acquisition trigger
Notifications to a designated regulatory authority only. It will
give the company a chance to postpone extensive notification
duties and focus instead on incident investigation and response
activities.

the 2nd threshold. Risk-based trigger
Notifications to all affected individuals and other relevant au-
thorities. Regulatory compliance will become dominant in the
disclosure strategy and require proactive actions in notification
of all required by law parties.

For the second threshold, a company may also consider including
media and public contacts in its notification list. If external audiences
were affected by an incident, it will trigger "aggressive 24/7 media
attention" [4, 57]. For a company that cares about its reputation, com-
munications with media would become a decision priority in order
to protect or restore its reputational capital. Some authors suggest to
release media announcements only after consulting with law enforce-
ment or legal authority, to make sure that disclosure itself does not
violate any legal requirements or impede the incident investigation
[45, 4].

Voluntary incident information sharing

In addition, a company may find it beneficial to voluntary share in-
formation on cyber incidents with various third-parties - across the
value chain, with competitors, agencies for protecting critical infras-
tructures, and country created exchange platforms, like Information
Sharing and Analysis Centers (ISACs)1. The following benefits can be
named:

- trigger united incident response together with other companies;

- optimize organizational cyber crisis management based on the
received feedback;

- increase global cyber defense by sharing security solutions among
companies, law enforcement, and other industry groups;

- using benefits of public-private partnerships (PPPs2) in combat-
ing cybercrime;

1 The goal of ISACs is to share valuable cybersecurity information among their mem-
bers. Several ISACs have been formed for industry sectors such as Communica-
tions, Electric Sector, Financial Services, Information Technology, and Research and
Education[64]

2 PPPs allow to use the knowledge of both private and public companies in order
to improve the defense against cyber criminals. The Netherlands is the pioneer in
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4.2.2 Tactical advice

Tactical recommendations regarding whom to notify internally are
mainly focused on making the company prepared beforehand for
the security incident. A company should have a pre-defined list of
employees who will compose the incident response team depending
on the impact level of the incident [4, 64]. Furthermore, a company
should have a list of employees, who will join the team during the in-
cident response depending on the specific details of the incident. For
instance, if the incident was discovered externally, and the general
public is already aware about it, involving a social media coordinator
would be an essential step for the company to reduce the negative
public mood.

With respect to possible external disclosures, companies are ad-
vised to have an up-to-date list of external contacts, for immediate
access if needed. For example, a company may consider hiring an
outside counsel with extensive experience in legal requirements in
case of personal data breaches. The counsel will assist in clarifying
requirements of notifications, and also bring more opportunities for
a company to comply with laws of multiple jurisdictions by having
access to a global legal network.

A company may also consider hiring an external organization that
specializes in crisis communication during the incident response. Any
crisis puts a lot of pressure and stress on staff, so external supervis-
ing can help a company to maintain a "cool head" and do not make
mistakes in its notification efforts [5].

The third parties, which are involved in the company’s business
operations and were affected by the incident, should be contacted as
well in order to prepare for future inquiries from the stakeholders.
For example, if there was a big data leak on the credit card account
details, the company should notify a bank that issued these credit
cards as soon as possible, so it can be ready for information requests
from the affected individuals.

4.3 recommendations on content of what is being dis-
closed. "what"

4.3.1 Strategic advice

Content of notifications reflects organizational explanation and jus-
tification for the crisis. A firm may employ a reputation restoring
strategy, and take responsibility for a crisis by including apology in

the field and currently has law enforcement, private security firms, consultants and
academia involved in PPPs. Together they manage to take down the Bredolab bot-
network that involved 143 servers associated with the botnet, gaining international
attention due to their collaborative efforts [21].
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the notifications to external stakeholders, or focus on harm mitiga-
tion, and deny responsibility by providing only objective information
about the incident [12]. Coombs summarizes crisis communication
strategies regarding what a company may say to external parties dur-
ing the crisis:

- Attack the accuser. A company confronts the person or group
claiming that the organization experiences a certain incident;

- Denial. A company states that there is no incident;

- Scapegoat. A company blames external parties for what hap-
pened3;

- Excuse. A company denies intent to do harm and claims inabil-
ity to control the events that triggered crisis;

- Justification. A company acknowledges the incident and mini-
mizes the perceived damage caused by the incident;

- Compensation. A company states that affected stakeholders will
be compensated;

- Apology. A company claims full responsibility for the incident
and asks stakeholders for forgiveness;

A firm also needs to decide on the amount of information to release.
It can disclose incident information fully, partly, or not disclose it at all.
Each approach has its drawbacks and benefits, and the goal is to find
the optimal level of disclosure. Kaufmann and Kesner in their paper
on full disclosure suggest the following questions, or "checklist", to
determine the amount of information to disclose:

1. Could non-disclosure lead to further injury?

2. Is an organization the culprit or the victim? (e. g., bad security
controls in place vs. extensive DDoS attack on the website)

3. Are the fictions surrounding the crisis worse than facts?

4. Can an organization afford to disclose? (Does it have enough
money to engage in lawsuits later?)

5. Can an organization afford not to disclose? (Is there a good
chance that silence will not cause significant harm for a com-
pany?)

For example, if a company sees that sooner or later an incident will
be discovered externally, and seriousness of this incident is high, it
can go with a full disclosure strategy called "Stealing thunder" - when

3 Quite popular strategy in case of cyber attacks - a firm blames hackers, and not its
bad security controls



34 recommendations on cyber incident information disclosure

a company itself breaks the news about crisis, before it is discovered
by the media or other parties. This is perceived as a good strategy for
a company to enhance its credibility and trustworthiness, and make
crisis look less severe in the eyes of the outside world. Recommended
for the companies who want to be forgiven for its role in the incident.

Overall, a disclosure policy should consider the described check-
list to help managers ask the right questions while deciding on the
amount of information to disclose. The list can be adjusted with the
new questions, depending on the company’s nature. The key is to al-
ways maintain flexibility and make notifications that reflect the crisis
situation.

4.3.2 Tactical advice

Any advice on the exact content of notifications would be of a tacti-
cal nature, since information to include in every notice is very inci-
dent specific. The foremost thing to remember regarding the notifica-
tion content, according to many specialists [4, 45, 15], is that different
types of stakeholders require different notice. It is advisable to have a
pre-defined message templates for each stakeholder group for differ-
ent incident scenarios. Chandler suggests to create message mapping
database, that will contain templates of messages for different stake-
holders groups for different types of security incident that can occur
in the organization, as shown at Table 2.

Incident Incident
Stage

Topic Audience Notification
Method

Message
Template

Personal
data leak

Management Update on
steps to investi-
gate the breach
and mitigate
losses

Customers First-class
mail and web
announcement

. . .

. . . . . . . . . Staff . . .

Third-
parties

Media

Regulators

. . .

Table 2: Message Mapping Template. Adapted from [15]

The notice should be written in clear, concise and easy-to-understand
language to avoid misunderstandings and wrong actions from stake-
holders. Example information to include in the notice that is ad-
dressed to affected parties can be found in Appendix C
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4.4 recommendations on time when information is dis-
closed. "when"

4.4.1 Strategic advice

Internal notification timeline follows the company’s communication
policy, and must assure that a crisis response group is organized a
soon as possible after an incident confirmed. New and emerging is-
sues during the incident response process should be communicated
to responsible personnel not later than the minimum time interval set
out by the company’s communication plan [4].

The external notification timeline is adjusted on a case-by-case ba-
sis with the first check on whether mandatory deadlines for notifi-
cation exist due to legal requirements. This will guarantee getting
regulatory compliance under control. Some papers specifically state
48 hours as the maximum delay for the first round of notifications,
if there are external stakeholders affected by an incident. After the
"legal" timeframes are checked, a company may decide to issue exter-
nal announcements only in response to media inquiries concerning
an incident, but until that stay quite. Or, a company can initiate an
incident communication on its own prior to any external publications
on the incident, for example if it is a culprit of an incident, and there
is a low chance to hide what happened.

In general, the following key considerations on timeliness and fre-
quency of information release to external parties are mentioned in the
literature [38, 4, 12]:

- whether a notice would disrupt an ongoing investigation pro-
cess (e.g. by Europol chasing a hacker);

- whether a notice would create public distrust and panic with
consequential irrational decisions due to an early announce-
ment;

- whether a notice would create a notification fatigue and public
ignorance due to high frequency of public announcements;

- whether a notice would lead to extra fines due to a bad chain of
custody maintenance (e. g., for very quick notices);

- whether an early notice would help to prevent reputational loss.

4.4.2 Tactical advice

Various stages of crisis will dictate different notifications to key stake-
holders, so notifications should be mapped in time for each stage.
A typical crisis has six stages, according to Chandler: warning, risk
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assessment, response, management, resolution, and recovery. As in the pre-
vious section it is encouraged to map notifications to the stage of an
incident by using a message mapping database (Table 2).

Security specialists suggest not to notify customers prematurely,
until a company has all the information about the incident. Facts
continue to appear, and the additional round of notifications with
different or even opposite information is highly undesirable, since it
costs money and creates further problems for the company’s credibil-
ity and reputation. Besides, a company may become a subject of legal
fines due to false or inaccurate announcements [5, 60].

4.5 recommendations on methods by which information

is disclosed. "how"

4.5.1 Strategic advice

Regarding the methods of notifications both to internal and external
stakeholders, the main strategic advice is that a company should al-
ways evaluate the crisis situation and use such communication chan-
nels that will not only provide compliance, but also assist in incident
mitigation and prevent further harm.

For example, if there is a high media attention to the crisis, a com-
pany may find it insufficient to have only one contact person, even if
"one" guarantees better control over the information that leaves the or-
ganizational walls. Media can start contacting different people in the
organization. So instead of referring all the questions to one single
person, a company would better make a list of most possible con-
tacted people, and make sure that they are constantly updated on the
status of the incident [65]. It will prevent from inaccurate information
leaving the company and all follow-up negative consequences.

Another advice is to have all tools available that will assure time-
liness and correctness of transmitted information [64]. The complete
list of "must-have" communication tools can be found in Appendix
D.

4.5.2 Tactical advice

The most advisable method of notifications is postal mail, in case a
company is sure that contact details of its stakeholders are correct.
If postal mail notification is too costly (e. g.an incident affected a big
number of individuals), or contact information is outdated, substitute
means of notice like media public announcement, or website posting
can be used. Email notifications quite often are not advisable, since
individuals can treat them as "phishing" emails [60, 4].
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Finally, a company must be prepared for follow-on inquiries and
establish two-way communication, by opening 24/7 call center with
the toll-free number [60].

4.6 recommendations summary

Our goal is to integrate the strategic and tactical recommendations
described in the previous sections in the decision-support framework.
Therefore, it is important to give a clear summarization of the recom-
mendations, in order to simplify the process of the framework devel-
opment. Table 3 recaps the major findings of the chapter. Later, it will
be shown how the framework addresses every advice from the table
in its design.

Strategic advice Tactical advice

"To
whom"

— The incident response team is informed prior
to any other notifications. Its composition reflects
the impact level of the incident.

— Create a pre-defined list of employees with
their contact information that are involved in the
incident depending on its impact level.

— Different notification triggers to certain stake-
holders depending on the incident result (e.g.
unauthorized access, theft or misuse of data, or
systems disruptions).

— Create a pre-defined list of employees with
their contact information that will further join the
incident response team based on the incident spe-
cific details

— Regulations check once the incident is con-
firmed, on the required notification audience.

— Create and update the contacts of external
counsel as well as companies specialized in crisis
communications and incident response.

— Voluntary sharing as a possible harm-
mitigation or reputation restoring tool.

— Create and update the contact information of
third parties that might be involved in the security
incident.

"When" — Notifications timeline adjustment depending
on the legal requirements, incident details, and or-
ganizational priorities in the incident response.

— Try to avoid early public notifications, before
all the information is available about the incident.
If delays are not possible, incident status update
should be established to quickly re-adjust the dis-
closure strategy.

"What" — Content and the amount of information to re-
lease reflects the incident details - a company’s
role in a crisis (culprit, victim), incident discovery
(internal, external), legal requirements, etc.

— Create and maintain message mapping
database with different notification templates re-
lated to different stakeholder groups, types of se-
curity incident, or incident stage

"How" — Communication channels should be chosen in
accordance with the incident details (e.g. wider
public attention leads to a stronger reliance on so-
cial media channels like Twitter)

— Create and maintain the list of the preferred
notification methods depending on the location
specifics, affected stakeholders, and regulation re-
quirements (postal mail, emails, phone calls, etc).

Table 3: Strategic and Tactical Advice on the Incident Information Disclo-
sure

4.7 summary

This chapter provided an overview on currently existent recommen-
dations related to crisis communications and incident information
disclosure. There is a little attention to cyber incidents disclosure in
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academia papers. They are more concerned about crisis communica-
tions in general, and provide mainly strategic advice. Recommenda-
tions that are particularly related to cyber crisis management were
found in papers of security organizations, and they are more tactical
in nature. We see the need to effectively combine two fields: crisis
communications together with specifics of cyber crisis management;
and two types of advice: strategic and tactical, in the later framework
design.

We did not come across any cyber incident disclosure framework
that would provide clear steps for a company to develop their disclo-
sure strategies. The main reason could be, as we said earlier, the very
specific nature of every cyber incident and every business operations.

At this moment we have the first half of information required for
the design science research - the knowledge base obtained from the
literature to assure rigor of the study. The next step is to understand
the current business needs and see how a real company performs
security incident disclosure, internally as well as externally, with re-
spect to the four identified dimensions. This information, integrated
in the framework design, will ensure the research relevance.
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The previous chapter elaborated on existing recommendations re-
garding incident information disclosure found in the scientific litera-
ture as well as industry white-papers. Now, the goal is to understand
"state-of-the-art" within an industry that relies in their operations on
computer systems and thus becomes a subject of cyber incidents. For
this purpose, a series of field interviews was conducted with a large
company that pays close attention to its cybersecurity posture, to get
a better understanding of current business needs regarding security
incident communications.

5.1 the target company

The idea was to find a company that treats cybersecurity as a high
priority, since it would give a better chance that the company looks
beyond technical solutions in response to cyber incidents and is in-
terested in implementation of security policies and procedures that
will facilitate an effective incident response. We wanted to interview
a company that already had experienced problems related to cyber
incident disclosure with respect to four dimensions: harm mitigation,
regulatory compliance, cost-efficiency, and reputation.

The choice fell on a large oil refinery company1 that is interested in
the implementation of better security incident disclosure mechanisms.
The oil industry is highly regulated, so there is an opportunity to dis-
cuss regulatory compliance issues. The industrial processes of oil and
gas themselves requires high level protection from any cyber adver-
saries, as their attacks can lead to very destructive consequences, so
the company does take into account the problem of harm mitigation
and prevention. Cost-efficiency is typically at the core of any business
strategy, so there should be some room for discussion as well. Finally,
being a large company widely known in many countries, it should
take into account reputational issues when developing its communi-
cation strategies.

5.2 approach

The interviews were conducted with the following employees as shown
at Figure 8:

- a compliance coordinator with knowledge on legal issues;

1 For security reasons, the company’s name cannot be disclosed in this research.
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- a coordinator from incident response team who is involved in
the actual incident response process;

- a surveillance coordinator who is involved in increasing orga-
nizational awareness of the current state of IT and the threats
across the globe, to reduce the possibility of incidents in the
future;

- a coordinator from the incident response management (IRM)
team with knowledge on strategic preferences of the company
regarding incident communication;

Figure 8: Interview Approach

By ensuring that all four coordinators participate in the interviews,
this research is able to draw conclusions about decision-making re-
garding all four dimensions of the incident information disclosure.

The interviews were planned as semi-structured, with a short intro-
duction in the beginning for better understanding of the coordinators
positions within the company. A short list of standardized questions
was developed to initiate a conversation; the list can be found in Ap-
pendix E. Later, depending on the answers, we could continue with
open questions, trying to find specific details and nuances of the in-
cident management process, with respect to communication and in-
formation disclosure procedures. Questions were developed with the
goal in mind to clarify how the company currently deals with cyber
incident information disclosure and mark out its main preferences
and concerns. They cover internal and external notifications, what
problems the company faces along the way, what are the advantages
of the current procedures, and what can be improved.
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5.3 key findings

5.3.1 Overview

1. Internal notifications are based on the incident impact level discovered
through the Business Impact Assessment;

The company has already put internal procedures in place for
notifying internal personnel in case of a security incident. The
Escalation and Communication procedure defines internal stake-
holders to be notified depending on the Class of an incident
after business impact assessment2 (BIA). BIA considers finan-
cial, operational, customer, and employee-related losses, which
also includes damage to the company’s reputation. There are
three possible classes of an incident: Class 3 refers to low im-
pact incidents, Class 2 refers to medium impact incidents, and
Class 1 refers to high impact incidents. Every incident class has
a predefined set of employees to notify immediately after the
incident is confirmed. Still, since every incident is unique, spe-
cific employees are invited to join an incident response team on
a case-by-case basis. Decisions on how, when, what, and who to
notify are determined throughout the incident response meet-
ing. Currently, there is no knowledge database that can assist in
answering these questions.

2. Unified approach to all kinds of security incidents;

The majority of coordinators find this internal notification pro-
cedure quite effective. It is a unified response approach to all
kinds of security incidents including cyber ones, so people do
not get confused by having several options on what to do. One
coordinator, though, noted that perhaps some cyber incidents,
like the compromise of an email account of a high-level exec-
utive, could not be evaluated according to the described proce-
dure, and thus it may be difficult to assign the proper personnel
to handle the case.

3. No procedures established for external notifications;

At the moment there are no procedures in place for notifying
external stakeholders. The members of the incident response
team make decisions case-by-case after consulting with the legal
expert, who participates in every discussion to make sure that
all decisions have a legal basis.

4. Difficult to learn from the previous disclosure strategies.

2 When it comes to security incidents, the business impact assessment, or analysis,
evaluates the loss of confidentiality, integrity, and availability of organizational infor-
mation systems.
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In general, all coordinators during interviews emphasized that
it is very "difficult to template", or "very hard to create pro-
cesses" that unify steps regarding incident information disclo-
sure. It is very difficult to learn from previous incidents, espe-
cially cyber ones, and use this knowledge to create effective dis-
closure strategies, since all the incidents always differ in details,
in people that helped in mitigation, and in applicable regula-
tions and timeframes.

5.3.2 Harm mitigation and prevention

1. Global scale of the incident response operations;

Harm mitigation and prevention of security incidents builds
around such activities as monitoring and reporting suspicious
events, incident impact assessment, investigation and response,
possible escalation of the incident to a different level, and inci-
dent closing and learning. There is a team in Malaysia that pro-
vides 24/7 operational support, incident classification, and inci-
dent recording to the database. After incidents are recorded, the
company has around thirty incident managers globally trained
to respond to them.

The company operates in many different countries, and people
who will be notified to handle the incident are determined by
the level of the incident complexity and its location. Typically,
incidents are handled locally, since people in the regions know
better whom to talk to and who to involve. The incident owner
would also be assigned from that region, perhaps with some
supervision from the headquarters.

2. Strong preferences towards the limitation of external notifications;

When an incident happens there is a triage process to evaluate
its seriousness. If some vulnerability has been discovered, there
is no necessity to report it externally; there are no regulations for
it. But when it comes to vulnerability exploitation, the integrity
of data cannot be guaranteed anymore. The company will have
to choose between various options such as closing the breach
and notifying stakeholders, or waiting and tracking what the
threat agent wants to achieve, or even pursuing the hacker. The
company will firstly focus on harm mitigation and prevention.
Its main concern is that the attack is contained and all the busi-
ness functions are restored to normal. To find the hacker is not
a priority, the company will chase him only in case of a major
incident.

The company discloses incident information on a "need-to-know"
basis. According to coordinators, a lot of people do not neces-
sarily need to know about the incident. The company will share
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incident information externally only if there is a necessity for
external help (besides regulatory compliance issues). The com-
pany also does not inform everyone at the same moment, in
order to avoid the information overflow. In every case there is
always a trade-off - to act quicker and communicate informa-
tion to other parties, or step aside and look at the incident from
different angles for better comprehension of the situation.

With respect to voluntary sharing as the tool for harm mitiga-
tion, the company is the participant in several oil and gas net-
works, whom they might contact in case of a serious incident to
see if others experience the same thing. Some information can
be shared during semi-formal meetings of security specialists,
but there are no formal processes that if "x" happens the com-
pany goes to the company "y". Typically, the company prefers
to handle the incident on its own.

5.3.3 Regulatory Compliance

1. Close attention to the regulations worldwide;

The company has legal experts as well as a global data privacy
officer, who are contacted by the incident response team in or-
der to clarify whether external notifications are required by law.
Typically, the following types of data would fall under the scope
of regulations:

- Personal data;

- PCI (also personal data but could be a company’s credit
cards);

- Health data;

- Export control data3

- Terrorism attacks;

- Intellectual property data.

The company also discloses information to the U.S. Security and
Exchange Commission, following their cybersecurity disclosure
guidance, and already stated in one of the recent annual reports
that the company experienced a serious APT attack that year.

2. Strong preferences towards the limitation of external notifications;

Being aware that some laws require notification of certain inci-
dent within 48 hours, the company learned a special "trick" and

3 A particular case for U.S. (not requirement but advisable to do so) to avoid penalties.
If data gets leaked to China or other embargoed countries, and it is U.S. export data,
it is better to disclose the case. The penalties will be decreased if the company makes
disclosure. When data is sent from the Netherlands to U.S., for example, it becomes
U.S. data, so if it gets lost on the way back - it is an issue of U.S. export control data.
Government can be involved since it is the violation of U.S. exports control.
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do not call the situation "an incident", but, for example, "event
of interest", before they know for sure what is going on, who
is affected, and how to close the case. It will allow the com-
pany to extend the deadline for required external notifications.
The company will just issue a short notice to governments or
law enforcement that "something is going wrong, scope is not
clear", and focus on incident mitigation.

If legal requirements to disclose are not applicable, the company
will be interested not in what personal data the hacker has seen
or stolen, but how he managed to get in, and how to protect
the system from similar attacks. In general, it will prefer to stay
quiet if regulations allow to do so and the public world does
not know about the incident.

3. Dependancy on the external legal networks;

Breach notification has to be done with the local law, and the
company operates in many countries, as was mentioned earlier.
To simplify the problem of complying with different regulations
across the globe, the company has a rule to "comply with that
regulation that bites most." If the disclosure strategy is compati-
ble with the strictest regulation, it is compatible with all other
regulations (e.g., for data export control the company uses U.S.
level of export control, for other data types - EU level of notifi-
cation duties). However, another problem immediately arises -
that attacks are starting to have an international nature. Where
the company should do disclosure is also becoming an issue. Is
it in the land of discovery, in the land of damage, or in the land
of the hacker?

There is also a big confusion regarding the value chain. If some
individual sends data to his bank account through the com-
pany’s network, and it arrives to the bank in a different state
due to, for instance, man-in-the-middle attack on https, then
who is responsible? Was it the mistake of the bank, of the com-
pany, or just the lie from the individual?

In all described confusing cases the company always asks for
legal assistance. Legal people have connections to the govern-
ment and court, and other legal experts around the globe, form-
ing together a big network to find a solution for further actions.
However, the company wants to move further than just relying
on a legal network in their disclosure decisions. There is a need
for policy that incorporates all notification duties and legal re-
quirements for disclosure across all the locations the company
operates in, so the company can reduce its requests to external
legal advisors and thus increase its incident response capability.



5.3 key findings 45

5.3.4 Cost-efficiency

1. Cost-efficiency has a lower priority among other disclosure preferences;

Cost-efficiency does take place in the company’s decision-making
regarding the most appropriate way of information disclosure;
however, the company is big enough to cope with more expen-
sive disclosure strategies if they will help in harm mitigation,
compliance, or reputational issues.

2. Strong preferences towards the limitation of external notifications;

There are specific cases when the company cares that their no-
tifications are economically reasonable. For example, if there
is an attack on operational infrastructures, the company will
think twice before notifying the police, since it could require oil
refineries to shut down for thorough investigation.

Another example is that the company cares about its share value,
therefore, in case of a serious attack, they will not share this
information with their competitors, to prevent them from dis-
closing this information to the outside world and enticing the
company’s customers.

5.3.5 Reputation

1. Reputation gains the priority in case of serious incidents;

Reputational exposure is indeed among the company’s worries,
but it is not that crucial if compared to financial or telecom
institutions, where success directly depends on the trust and
confidence of its stakeholders. Reputation becomes a big player
only in the case of serious security incidents that can draw a
wide response in case of the public announcements.

As an example, several years ago the company were suffering
from an APT and it took them two years to investigate what the
attackers wanted to hack, how they came in, and whether they
succeeded with their goals. The company was reluctant to com-
municate during the whole process; it wanted to understand
all the details about the attack before making public statements.
The only notifications made during that case were about help
requests to the companies specialized in security.

Media attention is quite controllable, according to the coordina-
tors. The company has good security controls and procedures
in place to be known widely as the company that does care
about security. When it comes to situations with circulations of
bad rumors or just incorrect information, it is not a problem
for a company to release the notice that will change its external
stakeholders’ opinions.
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5.3.6 Business needs summary

The majority of takeaways from the previous sections could be gen-
eralized, to a greater or lesser extent, in the business needs of an
organization that is looking for better security solutions. Below, we
summarized the major business needs when it comes to incident dis-
closure strategies:

— Internal notifications are based on the incident impact level dis-
covered through the business impact assessment;

— A unified approach is employed to all kinds of security incidents;

— Disclosure takes into account the global scale of the incident re-
sponse operations;

— Disclosure takes into account organizational preferences regard-
ing the incident management;

— There is an opportunity to learn from the previous disclosure
strategies;

— There is an up-to-date awareness of the regulations worldwide;

— Dependency on external legal networks is reduced;

These requirements should be implemented in the framework de-
sign to reach the intention of this research in solving an organiza-
tional problem. Later, it will be shown how each of the business needs
is addressed in the proposed framework.

5.4 summary

This chapter presented a real company’s approach on dealing with
incident information disclosure, its main preferences and concerns. It
was a good case study since it allowed us to get the feedback on the
incident disclosure from the company that treats cybersecurity as a
high priority, and takes into account all four introduced dimensions
during the incident management process.

The collected information is related to the particular company and
causes certain difficulties in attempts to generalize it. In the end of
the chapter, we tried to summarize those business needs that might
stay relatively the same across industries. We incorporate these needs
in the final framework.

From the interviews we see that the major complexity of the cur-
rent situation with respect to information disclosure - is the global
scale of business operations. Whether it is about harm mitigation, or
regulatory compliance, the company has to make decisions taking
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into account geographic specifics of the incident. The core of the in-
cident response will be conveyed at the location of the incident, not
the location of discovery or main discussions, because external dis-
closures are shaped by the environment, and the knowledge of the
environment, hence, becomes a valuable asset of the overall incident
response.

The knowledge of all applicable regulations becomes another im-
portant asset, as we see from the interviews that the company wants
to switch from reliance on external legal networks and accumulate
the knowledge within the company.

Taking all these findings together, we see that there is a big need in
having a system that uses as an input vector certain incident charac-
teristics (e.g. location, scope of people affected, type of data involved),
and creates an output with an appropriate incident disclosure strat-
egy by mapping the received vector with corresponding notification
requirements and recommendations from the knowledge databases.
This idea will be discussed in the next chapter dedicated to the de-
sign of the incident information disclosure framework.
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D E C I S I O N - S U P P O RT F R A M E W O R K O N C Y B E R
I N C I D E N T I N F O R M AT I O N D I S C L O S U R E

In Chapter 3, we determined the organizational challenges regarding
incident information disclosure. In Chapter 4, we gathered recom-
mendations from theory on how to deal with the identified decision
problems, and in Chapter 5 we discovered the major business needs
for the practitioners when it comes to incident notifications. The goal
now is to synthesize advice from the literature with the business re-
quirements, and to develop a framework that integrates all key find-
ings and provides a generic guidance for arriving at an appropriate
incident disclosure strategy. This framework will serve as an effective
tool to guide decision making around cyber security incident notifi-
cations and help in defining the workflow of notification events.

Section 6.1 describes the main guiding principle behind the devel-
opment of the decision-support framework, followed by its introduc-
tion in Section 6.2. The detailed discussion on how the framework
incorporates the previous findings is given at Section 6.3.

6.1 the framework prerequisites

As mentioned earlier, every security incident has its specific traits. Ac-
cordingly, every organization has its own approach in doing business.
With our framework we set several prerequisites to increase its overall
utility and make it sufficiently generic to implement in a wide range
of organizations. These prerequisites are:

— provide enough structure to enable the incident disclosure pro-
cesses;

— give enough flexibility for organizations to customize the frame-
work according to their operational settings;

— make the framework easily integrated into the existing business
processes;

— incorporate strategic and tactical advice found in the literature;

— incorporate organizational business needs regarding incident dis-
closure discovered through the interviews;

— make the framework applicable for all kinds of security incidents,
but also take the specifics of cyber incidents into account;

49
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We do not consider the adjustment of the framework for specific
needs in the scope of this research. Our goal is to design the generic
decision-support framework, that will later allow the creation of con-
crete incident disclosure models tailored to the particular organiza-
tions.

6.2 the decision-support framework

6.2.1 Design Approach

In Chapter 1 we described the main idea behind the decision-support
framework. Being a step-by-step guide, it should define a set of pro-
cedures which, when followed, will make it possible to access the
problem environment as well as find the best solution regarding inci-
dent notification. The literature review and the disclosure approach
of the interviewed company helped us to create a generic timeline of an
average incident disclosure process. Below we summarize the major
notification activities mentioned by the two sources:

— The timeline is tailored to the incident lifecycle consisting of six
stages: warning, risk assessment, initial response, management, reso-
lution, recovery and learning1.

— The incident disclosure process starts once the security incident is
confirmed and recorded in the system.

— Later, certain employees (e.g. from the service help-desk), after
assessing the impact of the loss of confidentiality, integrity, and
availability, inform the appropriate employees according to the
pre-defined policy, who together compose an incident response
team (IRT).

— After that, by analyzing more carefully the incident’s details and
organizational preferences regarding the incident mitigation, the
team determines whether additional internal specialists have to
be informed.

— The team also makes a decision on an external incident disclosure
strategy, including people to be notified, content and method of
notice, as well as more precise timeliness of notifications.

— Finally, in the recovery and learning stage, the team evaluates
how the disclosure strategy has benefited or hurt the company,
learns from this experience and optionally shares it with exter-
nal parties.

The timeline (Figure 16) is a starting point in the framework design,
as it allows us to map out the main activities and their order with

1 Six stages adapted from Chandler "Six Stages of a Crisis Model" [15].
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respect to an evolving incident lifecycle. We want to mark out, to the
extent possible, the common steps of the incident disclosure process
and use them as a basis for the framework. When a real incident
happens, the company will modify the timeline to reflect the unique
nature of the incident by following the procedures proposed by the
decision-support framework.

Figure 9: The Generic Incident Notification Timeline

We distinguished four common steps in the incident notification
timeline that are relatively constant and will be followed with every
security incident:

1. The incident impact assessment and the IRT formation in order
to initiate the response process and harm mitigation;
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2. The IRT’s further assessment of the incident specific details
as well as organizational priorities regarding the incident re-
sponse;

3. The incident disclosure strategy development and realization
based on the previous assessment;

4. Post-disclosure learning.

Together, these steps make a foundation for the framework design
described in the next section.

6.2.2 Incident Disclosure Strategy Flowchart

In this research we use a flowchart diagram to illustrate the framework
approach. Our goal is to introduce a set of decision making activities
to arrive on an optimal incident disclosure strategy, which correlates
with the flowchart idea to present a step-by-step solution to a given
problem. The flowchart shown at Figure 10 presents a generic algo-
rithm on how to arrive on the appropriate incident disclosure strategy.
It follows the four common steps introduced earlier:

Step 1. The process begins with the identification of the IRT composi-
tion through the incident impact assessment.

Step 2. Taking into account the specific nature of every incident as well
as organizational preferences on how to solve it, details about
the incident and organizational priorities should be clarified by
filling in the Incident Specifics Questionnaire and Incident Response
Priorities.

Step 3. This information together with incident status updates will serve
as an input information for its further mapping with the content
of the Knowledge Database. As the result, this mapping process
leads to a decision on the most appropriate incident disclosure
strategy with respect to the disclosure audience, timeliness, con-
tent and method of notifications.

Step 4. After notifications have been performed, the incident disclosure
strategy is evaluated, filed and stored in the database for further
reference.

The flowchart can be further extended to the cross-functional for
the particular organization, where responsibilities for every process
are assigned for certain organizational units. In this research, we do
not specify who exactly within an organization performs the activi-
ties described in the flowchart; we assume though, that these people
either belong to IRT from the beginning, or join the team upon re-
quest.
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Figure 10: Incident Diclosure Strategy Flowchart

The next sections will describe every step in the flowchart, by giv-
ing an explanation on how every process works, together with the
particular examples and overall justification of their presence in the
flowchart. For easier reference, every process is assigned a blue letter.



54 framework design

6.2.2.1 First step. Incident Response Team formation

As security incidents vary widely in their severity, the composition of
the incident response teams should reflect the impact the incident has
on the organization. Small virus outbreaks can be managed by one or
two employees without necessity in further notifications, while inci-
dents involving external people require assistance of HR, Legal or
the Communication coordinator. This fact is recognized by many or-
ganizations worldwide that employ business impact assessment in
their processes. After a security incident is confirmed by Help-Desk
or other IT Service (A), it is necessary to assess its adverse effect on
the company, and assign the appropriate impact level (B). Once the
level is determined, the incident response group needs to be formed
in accordance with the level, in order to initiate the incident manage-
ment process (C).

B: Incident impact assessment of the loss of confidentiality, integrity,
and availability.

Different organizations may have different approaches in assessing
the impact of the incident. In general, the impact of the incident is
captured using Confidentiality, Integrity, and Availability (CIA) im-
pact scoring2, that reflect the impact of loss of confidentiality, integrity,
and availability of a company’s information systems [62]. For the fast
and correct IRT formation, a company may develop the impact as-
sessment that considers confidentiality, integrity, and availability of
highly important servers or systems, which, in case of the incident,
will immediately escalate the impact level to the maximum one. The
list of all servers with their importance level can be developed in ad-
vance, for later reference.

Figure 11 gives an example of the incident level assessment process
that is currently employed at the interviewed organization. Here, the
incident impact assessment includes several categories, like financial,
or operational loss to the company based on CIA aspects. The highest
impact selected among these categories (which can be high, medium,
or low) will eventually determine the incident level.

C: The IRT formation.

Organizations should have a pre-defined list of employees that are
involved in the incident response depending on its impact level. We
would advise, though, following the recommendations from the lit-
erature and the interviews, to establish a position within a team for
a person with the legal knowledge to make sure that all the deci-
sions made during the IRT meetings have a legal base. In the case
of advanced security incidents, the team should be cross-functional

2 An example of a potential impact scoring can be found in Appendix F.
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and involve (at least) coordinators from the incident response man-
agement team, the privacy office, corporate communications, senior
management, and the legal department.

Figure 11: Incident Level Assessment Process. Adapted from the Interviews,
Chapter 5
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6.2.2.2 Second step. Assessment of the incident specifics and organiza-
tional priorities

D: Incident Specifics Questionnaire.

Once the initial incident response team has been defined, the next
question would be whether specific internal specialists are still re-
quired to join (e.g. in case of a wide media incident coverage, it would
be essential to invite the Public Relations coordinator), and whether
external disclosure is required. The answers completely depend on
the incident, hence we need to have a process in place that will help
to summarize all key incident details that affect the disclosure deci-
sion.

In this research, after thorough examination of organizational chal-
lenges and dilemmas, as well as all sorts of recommendations, we de-
veloped a list of questions to assist in describing the incident specifics,
which would influence the disclosure strategy of the company. We
call this list "Incident Specifics Questionnaire".

Figure 12 shows an example of a possible questionnaire, where
we included the questions that will very likely influence the disclo-
sure decision of a majority of companies. The list can be extended
or modified with more precise questions depending on the organiza-
tional industry and the types of data it operates with. For example,
if a company is not listed at NYSE, it does not need to consider the
question of the incident materiality and notification to U.S. SEC. At
the right side of the questionnaire we give an example on how the
answers will help later to determine the disclosure audience, such as
internal specialists and external third parties.

By filling in this questionnaire, a company will have a set of data
that can already determine a certain incident disclosure strategy after
comparing the data with existing knowledge base on incident infor-
mation disclosure. For instance, if personal data was stolen, and it
was not encrypted, a company will have to immediately notify af-
fected individuals if regulations in the incident location(s) require
doing so.
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Figure 12: Incident Specifics Questionnaire Example
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E: Incident Response Priorities.

What we discovered in the previous chapters is that any organi-
zation always has some preferences that determine its willingness
to disclose the incident information. We presented four dimensions
that form these preferences: harm mitigation, regulatory compliance,
cost-efficiency, and reputation. The disclosure strategy should not be
based solely on what regulations require; it should deliver value for
an organization and help to mitigate harm caused by the security in-
cident. Thus, besides the incident details, it is also essential to know
what preferences the organization has with respect to the particular
incident.

Gartner, in their research on security incident preparation, states
that before a security officer can define an appropriate response to
an incident, there should be a complete understanding of the enter-
prise’s priorities [42]. They suggest using a tool called incident response
priority sliders (Figure 13) that forces choices about the organizational
preferences. The idea is that it is not possible to put all sliders on
maximum, an organization does not have enough resources to focus
on all objectives listed on the left side. In the beginning, all the sliders
are at the middle, and every step towards maximum for one objective
will require one step backwards for another.

Figure 13: Incident Response Priority Sliders. Adapted from [42]
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We believe that incident response priority sliders also clearly de-
termine a company’s priorities regarding the incident disclosure. The
list of alternatives at the left side is formed by the influence of the
four dimensions. For example, a company that put sliders in a way
as shown at the Figure 13, will first focus on the restoration of all
affected operations and the identification of the incident cause. Only
after that will they think about giving notice to regulatory authorities
or affected individuals, as reputation or financial concerns are not
among its priorities. This company may adopt a disclosure strategy
that will claim e.g. the two-week delay in notifying affected customers
to ensure that the final statement about what happened is absolutely
correct.

Incident response priority sliders will help to clearly mark out what
an organization wants to achieve with its disclosure strategy. Together
with the incident details they will compose a complete set of prerequi-
sites that will influence the choice of the disclosure strategy. In order
to properly arrange sliders, an IRT will need the information about
the incident specifics. That is why in the flowchart, the process of
adjusting priorities follows the questionnaire.

6.2.2.3 Third step. Disclosure Strategy Mapping

After the incident details and a company’s priorities have been iden-
tified, the IRT can start the actual process of arriving on the incident
disclosure strategy. In order to find an optimal solution, an analyst
should define how the data gathered before (D, E) influences the way
the disclosure should be performed. It is possible by mapping the col-
lected incident data with the information from the Knowledge Database
(F), which stores the up-to-date lists of regulations, stakeholders’ con-
tacts, notification scenarios and message templates, etc. We call this
process as Disclosure Strategy Mapping (H), since the outcome 1of this
process (I) is an optimal incident disclosure strategy.

F: Knowledge Database.

The content of the knowledge database can be different depending on
the company. There are, however, several databases that must be im-
plemented to guarantee the compliance and proper stakeholders sam-
pling. A company should maintain and regularly update the database
of applicable regulations across all operational locations, which will
allow one to quickly determine whether external notifications are re-
quired, to whom, how soon, and with which content. Such a database
will allow a company to eliminate the need to constantly contact exter-
nal parties asking for their legal advice. Then, without a comprehen-
sive knowledge on stakeholders that can in any way assist in incident
response, or be a subject to potential incidents, a company will not
be able to determine the appropriate disclosure audience when a cri-
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sis strikes, and thus the chances to effectively mitigate the harm after
incidents will be significantly reduced.

A company will eliminate some time demanding work during an
actual incident if it prepares beforehand an incident disclosure database
with such information as incident notification templates, available
communication channels depending on the location, past incidents
and the way they were disclosed, etc. Message templates, for example,
can be prepared for the location specific notifications, or the notifica-
tions to the most important relationships. In general, the incident dis-
closure database can store any tactical information a company finds
appropriate for the possible incident scenarios, for further reference
in case of a real incident. It is a good solution to consider specifics of
cyber incidents too, by adding the information particularly tailored
to cyber incident scenarios, like a number of third-party contacts that
specialized in cyber forensics, or message templates to customers on
what to do in case their bank credentials have been compromised.

It is not in the scope of this research to discuss how to implement
the Knowledge Database within an enterprise. Some companies, for
example, have already employed incident management solutions that
provide pre-installed repository capabilities. It is also possible to cre-
ate a webpage/portal that is connected to the SQL database on the
company’s server. While the overall approach may vary among orga-
nizations, the database architecture should meet certain requirements
to be an effective framework tool. We define the requirements as fol-
lows:

1. restricted access for authorized personnel (e.g. the incident re-
sponse team members only);

2. access through a website/application which is protected by user-
name and password;

3. 24x7 accessibility, also through VPN connection;

4. large storage capacity (to store best practices, regulations, poli-
cies in .pdf, .doc, .xls formats);

5. upload/modify functionality according to the privileges of database
users;

6. functionality to run queries on the stored data (to enable the
questionnaire and tags/keywords search);

7. periodical review (to make sure that information is up-to-date);
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G: Disclosure strategy mapping.

Disclosure strategy mapping is the main process in our decision sup-
port framework. After referencing to the knowledge database, the
team will have enough retrieved information to solve the disclosure
puzzle, and decide on an optimal incident disclosure strategy. It would
be wise to run the framework with every possible security incident
scenario to determine which information is required for the database.
In this research, we present the minimum required information, such
as applicable legal requirements, a company’s stakeholders with up-
to-date contact information, and some incident disclosure templates.

H: The Incident Status Updates.

An important scenario to consider is when the IRT is deciding on the
disclosure strategy, the information about the incident may change.
For example, it can be later discovered that the compromised server
actually stores personal data, though there was no such information
during the BIA and incident questionnaire stages. In this case, it is im-
portant to receive the incident status updates, e.g. from IT analysts or
engineers, during the mapping process in order to quickly re-adjust
the strategy.

6.2.2.4 Fourth step. Post-disclosure learning

Our framework allows a company to start learning from the disclo-
sure activities. Even though we discovered from the interviews that
security practitioners tend to think that it is hardly possible to learn
from the previous security incidents, we argue that once there are
clear disclosure procedures in place, the learning opportunities be-
come feasible. The disclosure report might be generated on every in-
cident with the list of decisions regarding the disclosure audience,
timeline, content, and methods. If a company operates across multi-
ple locations, and there is a similar attack on the systems at, for ex-
ample, the Netherlands, as it was at Germany a month ago, it would
be very beneficial to check how the IRT from Germany performed in
that case.

Therefore, the final and fourth step in our flowchart refers to learn-
ing activities from the incident. After the disclosure strategy has been
developed (I), it should be confirmed that the notifications were made
according to the strategy, and if not, why (J). Then, the IRT team
can summarize the lessons learned from the particular disclosure ap-
proach (K), that together with incident details and disclosure steps
will be filed and stored at the Knowledge Database (L).
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6.3 the framework as an integrative tool of previous

findings

As we mentioned in Section 6.1, one of our main prerequisites is to
incorporate strategic and tactical advice found in the literature, and
also to address organizational business needs regarding incident dis-
closure discovered through the interviews. Table 4 shows where in
the framework we implemented the collected recommendations and
organizational requirements.

6.4 summary

This chapter presented a decision-support framework for security in-
cident information disclosure. It comprises a generic incident disclo-
sure flowchart that built upon the four processes that we discovered
to remain relatively constant with every security incident. These pro-
cesses are: 1) incident level assessment and formation of the IRT with
respect to level; 2) further assessment of the incident specific details
as well as organizational priorities regarding the incident response; 3)
the incident disclosure strategy development and realization; and 4)
post-disclosure learning.

The major advantage of the developed framework is that it clearly
defines all the steps in the deciding on a security incident disclosure
strategy. Currently, no frameworks like that exist, there are only scat-
tered recommendations across the scientific and business literature.
We analyzed and integrated these recommendations in the flowchart:
it incorporates the major strategic advice, as such as it enables the fast
IRT formation, or considers incident response priorities of the organi-
zation which makes the final disclosure strategy not only compliance
based. The framework also gives some leeway to employ the tactical
advice by adding it to the knowledge repository and referencing this
information when needed.

The framework responds to the practitioner requirements to con-
sider different kinds of security incidents, and it can still address cy-
ber incidents by either adding specific questions to the questionnaire,
or creating the cyber specific sliders, or storing the cyber related infor-
mation in the database. The flowchart processes themselves are not
technically complicated to employ it within any company, and they
are flexible enough to be readjusted for the particular needs.

The next step is to evaluate the framework by using several incident
scenarios and also asking for the opinion of a security specialist, to
see whether the flowchart process indeed reflects current business
needs, the pitfalls it possesses at the current stage, and what can be
improved upon.
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What to integrate: Where in the framework:

Strategic
advice

— The incident response team is informed prior to any other notifica-
tions. Its composition reflects the impact level of the incident.

Incident impact assessment,
IRT formation;

— Different notification triggers to certain stakeholders depending on
the incident result (e.g. unauthorized access, theft or misuse of data, or
systems disruptions);

Incident Specifics Question-
naire, Knowledge Database

— Regulations check once the incident is confirmed, on the required
notification audience;

— Voluntary sharing as a possible harm-mitigation or reputation restor-
ing tool;

Incident Specifics Question-
naire, Incident Response Pri-
orities, Knowledge Database

— Notifications timeline adjustment depending on the legal require-
ments, incident details, and organizational priorities in the incident re-
sponse;

— Content and amount of information to release reflects the incident
details;

— Communication channels should be chosen in accordance with the
incident details;

Tactical
advice

— A pre-defined list of employees with their contact information that
are involved in the incident depending on its impact level;

Knowledge Database

— A pre-defined list of employees with their contact information that
will further join the incident response team based on the incident spe-
cific details;

— Create and update the contacts of external counsel as well as com-
panies specializing in crisis communications and incident response that
might help once there are not enough internal resources;

— Create and update the contact information of third parties that might
be involved in the incident and should be notified prior to any public
announcements, to be prepared for future inquiries;

— Create and maintain the message mapping database with different
notification templates related to different stakeholder groups, types of
security incident, or incident stage;

— Create and maintain the list of the preferred notification methods de-
pending on the location specifics, affected stakeholders, and regulation
requirements (postal mail, emails, phone calls, etc);

— Try to avoid early public notifications, before all the information is
available about the incident. If delays are not possible, incident status
update should be established to quickly re-adjust the disclosure strat-
egy;

Incident Status Update

Business
needs

— Internal notifications are based on the incident impact level discov-
ered through the business impact assessment;

Incident impact assessment,
IRT formation;

— Unified approach is employed to all kinds of security incidents; The entire framework

— Disclosure takes into account organizational preferences regarding
the incident management;

Incident Response Priorities

— Disclosure takes into account the global scale of the incident re-
sponse operations;

Incident Specifics Question-
naire

— Ability to learn from the previous disclosure strategies;
— Up-to-date awareness of the regulations worldwide;

Incident Specifics Question-
naire, Knowledge Database

—Reduced dependency on external legal networks. Notifications performed,
lessons learned, strategy
filing

Table 4: Integration of the previous findings in the framework





7
F R A M E W O R K E VA L U AT I O N

The final phase of this research is dedicated to evaluation of the de-
signed framework. Our goal is to connect dots and show that the
framework indeed deals with the identified set of decision-making
challenges from Table 1. Additionally, we examine the quality of the
final framework via evaluation methods such as showcase scenarios
(Section 7.2) and an interview with a security expert (Section 7.3). The
expert interview also serves as the first step in the process of commu-
nication of the research findings.

7.1 framework evaluation using identified challenges

During the analysis of the problem environment in Chapter 3, we de-
termined a set of challenges a company has to deal with while devel-
oping an incident disclosure strategy. The final goal of the framework
is to help organizations address every challenge from the list, so they
can find an appropriate solution that will be in line with organiza-
tional needs and external requirements.

Hence, the first test of our framework would be to show that it does
address all identified challenges from the four categories "To whom",
"When", "What", and "How". In Table 5, we list all the challenges
together with explanations how the framework will help in solving
the issue.

The framework in a nutshell is a decision support tool that auto-
mates and facilitates the process of making disclosure decisions dur-
ing the meetings of a security incident management team. The frame-
work will not produce a concrete disclosure strategy, but it will pro-
vide necessary information from the database that matches incident
details as well as organizational priorities regarding incident disclo-
sure in a specific situation. This information will help the team to
develop a specific incident disclosure approach. The column "Frame-
work solution" shows what framework tools are being used in order
to obtain information required to resolve each challenge.

65
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Category Challenge Framework Solution

Harm mitigation and prevention

"To Whom" Identifying the right stakeholders to be in-
formed for effective incident response and
harm mitigation

Inicdent impact assessment (to determine initial notifi-
cation stakeholders) + the Questionnaire + stakeholders
contacts from the Database (to clarify additional internal
and external stakeholders)

"When" Identifying when to release notifications to
facilitate the incident response process

the Questionnaire (to clarify the incident details) + Prior-
ity Sliders (to adjust the notification timeline)

"What" Creating a proper notice to each stake-
holder group, so they can evaluate risks
and take the right course of actions

the Questionnaire (to clarify the incident details) + notice
templates and stakeholder groups from the Database

"How" Identifying notification methods that as-
sure speed and correctness of the disclosed
information

the Questionnaire (to clarify the incident details) + com-
munication policy from the Database + location specific
communication channels from the Database

Regulation

"To Whom" Identifying who must be notified due to
legal requirements, if any

the Questionnaire (to clarify the incident details) + loca-
tion specific disclosure regulations from the Database

"When" Identifying the specific timings of stake-
holders notification required by law, if any

the Questionnaire (to clarify the incident details) + loca-
tion specific disclosure regulations from the Database

"What" Identifying what information must be in
the notice due to legal requirements, if any

the Questionnaire (to clarify the incident details) + loca-
tion specific disclosure regulations from the Database

"How" Identifying what notification methods to
use due to legal requirements, if any

the Questionnaire (to clarify the incident details) + loca-
tion specific disclosure regulations from the Database

Cost-efficiency

"To Whom" Assuring that the scope of notified audi-
ences reflect the severity of the incident

Incident impact assessment (to assign the initial group of
stakeholders that reflects incident severity) + the Ques-
tionnaire + stakeholders contacts from the Database (to
clarify additional internal and external stakeholders)

"When" Assuring that the disclosure times do not
further aggravate a company’s situation

the Questionnaire (to clarify the incident details) + Pri-
ority Sliders (to adjust the notification timeline) + disclo-
sure recommendations on "when" from the Database (as
an advice)

"What" Assuring that information disclosed does
not create further financial losses

the Questionnaire (to clarify the incident details) + Prior-
ity Sliders (to determine the company’s external disclo-
sure posture) + disclosure recommendations on "what"
from the Database (as an advice)

"How" Identifying cost-efficient notification meth-
ods

the Questionnaire (to clarify the incident details) + loca-
tion specific information on communication channels

Reputation

"To Whom" Identifying stakeholders who can help re-
store reputation, and those who can dam-
age it

the Questionnaire (to clarify the incident details) + Prior-
ity Sliders (to set the focus on reputation) + stakeholders
contacts from the Database matching the incident details
and related to reputational issues

"When" Identifying the appropriate timings of in-
cident notifications that is beneficial for a
company’s reputation

the Questionnaire (to clarify the incident details) + Pri-
ority Sliders (to adjust the notification timeline) + disclo-
sure recommendations on "when" from the Database

"What" Identifying what disclosure content can
help restore reputation, and do not dam-
age it

the Questionnaire (to clarify the incident details) + Pri-
ority Sliders (to set the focus on reputation) + disclosure
recommendations on "what" from the Database

"How" Identifying notification methods that are
beneficial for a company’s reputation

the Questionnaire (to clarify the incident details) + Pri-
ority Sliders (to set the focus on reputation) + disclosure
recommendations on "how" from the Database

Table 5: Framework Solution for the Identified Challenges
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7.2 framework evaluation using security incident sce-
narios

In the previous section we presented the framework solutions for the
identified challenges. In order to show their feasibility, and also ex-
plain in more details how the flowchart processes work, we devel-
oped two security incident scenarios1. The blue letters indicate which
process of the flowchart (Figure 10) is being described.

7.2.1 Scenario 1: U.S. server goes down

Incident details:

— U.S. server has been compromised;

— no access, the password has been changed;

— no information on what kind of data is stored on the server;

step 1 .
B: As soon as this incident is confirmed, the Service Desk assigns
the impact level to it based on the predefined impact assessment pol-
icy. This policy specifies definitions of high, medium, and low levels
of impact with respect to confidentiality, integrity, and availability.
The incident details are compared with the definitions, which allows
to determine the total impact. For example, in the current situation,
when there is no evidence that sensitive data was stored on the server
(low impact on confidentiality), but it has been unavailable for quite
a long time (medium impact for integrity and availability), the com-
pany may arrive on the following impact scoring:

Impact Level={(confidentiality, LOW), (integrity, MEDIUM),
(availability, MEDIUM)}= MEDIUM = Level 2

C: The company has a predefined list of employees with their con-
tact details who will be informed in case of a Level 2 incident. They
will constitute the initial incident response team. For Level 2 incident,
it can be IT services, Operations Manager, CISO, Deputy CIO.

step 2 .
D: Now the team continues the investigation. As part of the incident
response it should define wether additional employees have to be
notified, and whether external notifications are required. The team

1 Several ideas for the scenarios were adopted from the NIST security guide [64]. We
also consulted with the security specialists from ISC division, KPMG, to ensure the
feasibility of the designed cyber incidents.
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member fills in the questionnaire (Figure 12) with information avail-
able at the moment, and retrieves the following documents from the
database:

1) How was the incident discovered?
IF "Internally" −→ "Communication_procedure_int.pdf"

2) Incident location?
IF "USA" −→"Disclosure_policy_US.pdf"

3) The attack results in?
IF "Unauthorized access" −→ "Un_access_contacts.csv"

4) Does the incident present a material risk?
IF "No" −→ NA

5) Is external help required for the incident mitigation?
IF "No" −→ NA
. . .

E: At this moment, it is unlikely to have a big dispute around or-
ganizational disclosure priorities (Figure 13). While the incident re-
mains an internal issue, the company will assign the high priority to
"restore operations quickly" and "identify root cause vulnerability", and it
will also try to let the incident stay within the company by focusing
on "avoid media coverage", as shown below:

step 3 .
F-G: The following documents will be retrieved from the database as
part of the requested information in the step 2:
Communication_procedure_int.pdf will provide the general approach
to internal notifications within the company, Disclosure_policy_US.pdf
will show that external disclosure is not obligatory in the U.S. if there
was unauthorized access only, and Un_access_contacts.csv will gener-
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ate the contact list of employees who can assist in dealing with the
incident that resulted in unauthorized access.

H: Meanwhile, the IT analysts determine that there was client data
stored on the server including names, contact details, and SSN, and
that the attacker stole some of this data which was not encrypted. The
incident status update is sent to the IRT. It is a crucial change for the
designing a disclosure strategy, so the team quickly requests the new
information from the database.

1) The attack results in?
IF "Theft/misuse of data" −→ NEXT QUESTION

2) Is personal data involved?
IF "Yes" −→ "Privacy_policy.pdf" AND "Privacy_contacts.csv"

F-G: Privacy_contacts.csv will generate the contact list of employees
required to be notified in case of personal data breach incidents. It
can include, e.g. Privacy Coordinator, HR and Legal officer.
Privacy_policy.pdf will provide the organizational policy on how to
deal with privacy data issues, also with respect to information disclo-
sure. The previously retrieved Disclosure_policy_US.pdf will used as
the source of data breach notification duties.

After the incident update, the priorities would also change. The
Deputy CIO may still insist to "restore operations quickly", but now the
incident falls under scope of the U.S. regulations, and requires exter-
nal notification. So a legal advisor can insist on increasing priority
of "avoiding regulator and auditor scrutiny", "minimizing customer im-
pact" and be prepared to "restore damaged reputation". It will force
to lower the priority of certain objectives, as shown below.

By adjusting sliders, the team can agree on the approximate time-
line of notifications, and also involve additional parties to help in
achieving the highest priorities. In this case it can be Social Media
Coordinator, or third parties specialized in crisis communications.
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step 4 .
J-L: After the incident is solved, a team member creates a report de-
scribing the steps made regarding internal and external disclosure
(possibly with evaluation comments), assign keywords or tags, and
store it in the Knowledge Database. For this particular case, such tags
as "personal data", "u.s.", "web server" can be used. In future similar
cases, when filling in the questionnaire, the team will be able to re-
trieve the report by searching through the existing tags.

7.2.2 Scenario 2: Attack on the industrial control systems of the chemical
plant

Incident details:

— the plant is located in the U.K.;

— unauthorized commands issued to the control equipment;

— very soon, the operator screens go blank and the system is
shut down;

— potential risk of environmental incident;

step 1 .
B: The IT analysts at the power plant determines that the SCADA
system processes only sensor data, so the potential impact from a
loss of confidentiality is LOW, however there is a high impact from a
loss of integrity (there were unauthorized commands) and availability
(the access to the system is completely disrupted). Hence, the total
impact level is:

Impact Level= {(confidentiality, LOW), (integrity, HIGH),
(availability, HIGH)} = HIGH = Level 1

C: The company has a predefined list of employees with their con-
tact details who will be informed in case of a Level 1 incident. They
will constitute the initial incident response team. For Level 1 incident,
it can be IT services, Operations Manager, Business information risk
manager, Legal, HR, CISO, CIO.

step 2 .
D: Now the team continues the investigation. As part of the incident
response it should define wether additional employees have to be no-
tified, and whether external notifications are required. The team mem-
ber fills in questionnaire (Figure 12) with information available at the
moment, and retrieves the following documents from the database:



7.2 framework evaluation using security incident scenarios 71

1) How was the incident discovered?
IF "Internally" −→ "Communication_procedure_int.pdf"

2) Incident location?
IF "UK" −→"Disclosure_policy_UK.pdf"

3) The attack results in?
IF "Interruption of services" −→ "Interruption_policy.pdf" AND
"Interruption_contacts.csv"

4) Is there a threat to national security/wellbeing?
IF "Yes" −→ "governmental_contacts.csv"
. . .

E: As of now, the incident is mainly an internal issue that also
requires the assistance of certain governmental agencies since there
is the risk of environmental damage. In such situations, the team
will assign the highest priority to "restore operations quickly" to ensure
authorities that the situation is back to normal, and "identify root cause
vulnerability", to guarantee that the incident will not happen again.
The company will also focus on "minimizing environmental impact" to
ensure that no damage is caused to the environment.

step 3 .
F-G: The following documents will be retrieved from the database as
part of the requested information in the step 2.
Communication_procedure_int.pdf will provide the general approach to
internal notifications within the company,
Disclosure_policy_UK.pdf will provide regulations related to Industrial
Control Systems (IDS), and Interruption_contacts.csv will generate the
contact list of employees who can assist in dealing with the current in-
cident. Interruption_policy.pdf or other similar documents should exist
in any industrial company that describes incident mitigation steps in
case of systems interruptions, also related to information disclosure.
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By adjusting sliders, the team can agree on the approximate time-
line of notifications, and also involve additional parties to help in
achieving the highest priorities. In this case it can be CPNI (Centre
for the Protection of Critical Infrastructures) and environmental agen-
cies.

step 4 .
J-L: After the incident is solved, a team member creates a report de-
scribing the steps made regarding internal and external disclosure
(possibly with evaluation comments), assign keywords or tags, and
store it in the Knowledge database. For this particular case, such tags
as "chemical plant", "UK", "availability", "interruption" can be used. In
future similar cases, when filling in the questionnaire, the team will
be able to retrieve the report by searching through the existing tags.

7.2.3 Scenarios overview

The discussed incident scenarios make it more clear how the frame-
work automates the decision-making around incident disclosure is-
sues. The framework utility and efficacy heavily rely on the content
of the knowledge database, as we see from examples. The database
can store ".csv" files with contact information, ".pdf" or ".doc" files
with policies, regulations worldwide, or best practices around disclo-
sure.

Overall, once a company adjusts the incident disclosure framework
to its needs, it should consider using past security crises to test its
own disclosure approach. It is required to guarantee that the frame-
work will work during a real incident. There are a lot of examples of
cyber attacks that happened to big corporations, like Sony, RSA, KPN
in recent years, that can be used as a template to test what would be
the organizational notification steps in those cases, and compare its
approach with reality.

7.3 framework evaluation through expert interview

As the framework design was partly based on the information re-
ceived from a single company in a specific industry, it would be ben-
eficial to validate the final approach with a different organization. It
should satisfy the same requirements as we set up for the interviews
from Chapter 5. The company should look beyond technical solutions
in response to cyber incidents and be interested in the implementa-
tion of security policies and procedures that will facilitate an effective
incident response. Additionally, there should be a high probability
that harm mitigation, regulatory compliance, cost-efficiency, and rep-
utation are among organizational preferences when developing inci-
dent disclosure strategies.
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We found a chance to introduce the framework to the Head of In-
formation Risk Management of a large financial company2 during a
one-hour interview. The financial sector is highly exposed to a diverse
range of cyber attacks, hence the company has a profound experience
in dealing with security incidents. This gave us a good opportunity
to compare the framework with the current state-of-the-art regarding
incident disclosure within a company, find which ideas behind the
framework are valuable, and what may require improvement.

After the short framework introduction in the beginning of the in-
terview, further discussion was held around the two following ques-
tions:

1. Would it be possible to implement such framework within the
company?

2. Would it add value?

Bellow, we summarize the major comments regarding these ques-
tions with a short evaluation overview in the end.

7.3.1 The framework implementation possibility

According to the interviewee, in order to implement the framework
within a company, we should base it on the current incident man-
agement procedures that are relatively similar across organizations.
Large companies already have policies in place to handle security in-
cidents, which can be improved by building in certain steps that will
simplify the incident disclosure process.

Our framework, in general, correlates with the current company’s
approach to perform incident disclosure. The company implements
the incident impact assessment to mark security incidents out of
many others. It also performs further incident assessment in order
to pass the security incident to the appropriate employees (some se-
curity incidents will require special assistance of internal employees,
like a press or HR officer). The company assesses the impact based
on different criteria: the scope of the incident, how many services
were interrupted, how many people affected, is there any informa-
tion in the media already. This corresponds with our first step in the
flowchart about incident impact assessment and the IRT formation,
and later assessment of the incident details via the questionnaire.

Currently, such framework tools as the questionnaire or priority
sliders do not exist within the company, and thus will require time
and effort to implement. These details are clarified during the meet-
ing discussions of the incident response team. A special concern goes
to the knowledge database, where the interviewee expressed some
doubts about the overall possibility of collecting large amounts of in-
formation required to support the disclosure decision. A company

2 For security reasons, the company’s name cannot be disclosed in this research.
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may operate in many locations or experience a big variety of security
incidents, so identification and collection of local regulations, best
practices around notifications, etc, could become a very difficult task.
Proper selection, "filtering", of the possible security incidents would
be essential to simplify the process of finding the relevant information
for the database.

7.3.2 The framework added value

The interviewee sees the main value of the framework in its mapping
process that allows to extract the best practices on incident informa-
tion disclosure from the database. To be able to do so, it would be nec-
essary to make a big preliminary work on preparing the best practices
depending on the location, applicable disclosure regulations, type of
the incident. But once such information is available, it would enable
the fast overview of the steps required to inform internal and external
audiences. At the moment, there are no procedures or best practices
stored that will assist in defining whom to contact in a particular
country after a particular incident.

If the company has a good organization of its local branches with
employees knowing well local regulations, media channels, etc, there
will be less need in automation of the decision making process regard-
ing incident disclosure. The value of the framework increases with
more complicated global scale of operations, where a lot of decisions
should be approved by headquarters, or there is a poor knowledge of
existing and upcoming regulations in the industry worldwide.

Regulations and high media coverage of security incidents typi-
cally require quick reaction from organizations in their incident in-
formation disclosure. With our framework we wanted to automate
the process of developing the incident disclosure strategy, so it can
be done faster without affecting the quality of decisions. During the
interview we discovered that delays in disclosure, even if it leads to a
penalty, is not a big issue for the particular company. Its main focus
is to ensure complete recovery and business continuity. Therefore, in
case of an incident, it will shortly inform the regulator that something
is going on, and then take one or two weeks to investigate before any
other external disclosures.

Additionally, as the company always put the highest priority on
the restoration of its operations, the option "restore operations quickly"
at the priority sliders would be excessive, at least for this particular
organization.
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7.3.3 Feedback Overview

Based on the received feedback we can compare the proposed frame-
work steps with the current approach to disclosure within the com-
pany:

— Step 1 on incident impact assessment and the IRT formation is
already in place within the company;

— Step 2 on clarifying the incident details and organizational pri-
orities is not automated, as suggested by our framework, but
exists as part of the incident response team discussions;

— Step 3 on disclosure strategy mapping is not present. There is
no knowledge database that could support the disclosure deci-
sion. However, it was acknowledged that such database would
add the value to the current process of arriving on the incident
disclosure strategy;

— Step 4 on post-incident learning from the disclosure strategies
is not present. Still, we consider it as a valuable process since it
provides the addition to the knowledge database (the disclosure
report file), and thus increases its overall utility.

We think this comparison proves that we set the right direction
for the framework approach; nonetheless, there is always a room for
improvement. Below, we summarized some major comments from
the security practitioner that would be useful to consider in future
work:

— the knowledge database is the major source of value for the
framework; a lot of attention should be paid to its structure and
content;

— storing best practices on incident disclosure influenced by regu-
lations and types of security incidents would increase the over-
all value of the framework;

— some organizational priorities, e.g. services recovery, will re-
main constant regardless of the incident, and thus will influence
from the beginning decision-making around disclosure.

In general, during the discussion we observed that different indus-
tries might place incident disclosure at different problem levels. There
could be various explanations for it, but we think that the main rea-
son lays in the scope and complexity of organizational business op-
erations, and thus in the increasing amount of information required
to make right disclosure decisions. For example, industries that are
strictly regulated in terms of disclosure (such as financial or telecom
providers, by operating with large amounts of personal data), are
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better prepared for notifications when a real incident occurs. As a
matter of survival, they are fully aware of the required legal steps
and perform disclosure on a regular basis. In contrast, the oil and
gas industry is a more complex environment that includes but is not
limited to operations with personal data. As a consequences, exter-
nal requirements are growing as well as different depending parties,
which makes it more difficult to make timely and relevant incident
disclosure decisions.

7.4 summary

In this chapter we performed the final phase of this research - the
framework evaluation. We tested the utility and efficacy of the pro-
posed framework by applying it to the identified challenges; by run-
ning two security incident scenarios; and by discussing the approach
with the security expert of the large financial company.

We discussed how the framework tools are being used in order to
obtain information required to resolve each challenge regarding the
audience, time, methods and the content of security incident notifi-
cations. This information serves as a key deliverable for incident re-
sponse meetings in order to arrive at the efficient disclosure strategy
under time pressure.

Incident scenarios helped clarify the framework workflow, and show
how the introduced tools such as priorities or retrieving data from the
database can be actually performed. We showed how the database
can help make decisions regarding the disclosure faster, if there is a
sufficient amount of information stored in it. Hence, the creation of
the database is becoming a crucial issue in order to make the whole
framework worth implementing.

The expert interview helped us understand what difficulties can
be associated with the implementation of the framework in the com-
pany. We also received some feedback on its overall value. The major
change the framework makes to the business world is that it auto-
mates the process of decision-making regarding incident disclosure,
while most of the companies still rely on group discussions during
incident response meetings. Still, the framework value may vary de-
pending on the industry, since it depends on the scope and the com-
plexity of the environment a company operates in, and hence the
amount of information it needs to make a final decision.
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C O N C L U S I O N S A N D C O N T R I B U T I O N S

In this research, we present the decision-support framework on orga-
nizational disclosure of cyber security incident information to inter-
nal and external stakeholders, which facilitates incident response in
line with organizational goals and existing requirements.

In order to design the framework, different research phases have
been accomplished, including investigating a wide range of scientific
and industry papers, asking security practitioners about their needs
regarding incident disclosure, integrating the received information
in the framework, and undertaking an evaluation process of the de-
signed flowchart.

In this chapter, we summarize the main contributions of the present
work, discuss research limitations, and suggest potential ideas for
future work.

8.1 main contributions

We identify the following contributions of this research:

1. The research dives into cybersecurity challenges of modern cor-
porations and finds evidence of the importance of incident in-
formation disclosure in organizational crisis management activ-
ities.

2. The research identifies four key dimensions of organizational se-
curity incident information disclosure (Figure 7). These dimen-
sions create a set of challenges for a company to deal with re-
garding notification audience, time, content, and methods, which
are explicitly listed in the report (Table 1).

3. The scattered advice from numerous scientific and industry pa-
pers is combined into two clear sets of strategic and tactical
advice (Table 3);

4. The proposed decision-support framework (Figure 10) integrates
key findings and addresses every identified challenge, assuring
rigor and relevance of this study. The introduced framework
tools, such as Incident Specifics Questionnaire (Figure 12) and
Incident Response Priorities (Figure 13), hasten the process of
developing an incident disclosure strategy without affecting the
quality of final decisions.

The framework is not organization-specific, but it establishes a base-
line from which any company can easily adjust the framework to its
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operational settings and business needs. Intended as a solution for cy-
ber security incidents only, the framework can eventually be applied
to all types of security incidents, which increases its overall value.

By providing a clear step-by-step guide to follow, the framework
motivates companies to a more structured approach in their incident
response procedures. For example, the framework can push organi-
zations to make a detailed elaboration of roles and responsibilities
within teams dealing with cyber security incidents. That will ensure
that every framework process has its owner and remains under con-
trol.

Overall, with our framework we came a step closer to a more in-
telligent approach to cyber security incident response, by allowing
companies to decide faster whom, when, how, and what to share
without losing the quality of decisions. That in turn will cause pos-
itive spillover effects on external audiences that will receive timely
and content-wise information, and thus will perform actions that are
beneficial to society as a whole.

8.2 research limitations

This research is not without some limitations. The major one is that
we used only one company as the source of business needs regard-
ing incident disclosure, and based some elements within the frame-
work on this industry-specific information. Different industries have
different types of relationships established with their key stakehold-
ers; besides, regulations vary a lot depending on the industry sector.
Therefore, what can be a disclosure problem for one company, would
be just a minor issue for another. Initially, it was planned to interview
five different industries (energy, financial, telecommunications, gov-
ernmental, educational) to gain more profound overview of the cur-
rent problems related to security incident disclosure. Unfortunately,
it did not work out as intended, when certain companies did not
manage to find time for interviews.

Another limitation (and hence opportunity for further research) is
the lack of empirical testing of the framework in a realistic environ-
ment. It requires large commitment in time and resources from ex-
ternal organizations, which in the time frame of this research was
not feasible to organize. As of now, feedback was received from only
one security expert, so there is a risk of getting an unrepresentative
view of concrete industry. The positive moment though, is that we
see some interest in the disclosure procedures from other companies,
so there are opportunities to continue testing the framework in the
near future.

Finally, in this research we do not discuss in detail how the frame-
work tools, such as incident impact assessment or knowledge database,
should be implemented to ensure the overall effectiveness of the frame-
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work. We assume that these elements will be implemented in a com-
pany, but we do not provide explicit solutions for their installation,
assuming that different companies may do it in different ways. How-
ever, as we discovered by the end of the research, being more detailed
could help to increase the overall value of the framework and also
find the framework pitfalls. Hence, we recommend to provide the
framework tools in a greater detail in the future work.

8.3 future research possibilities

This research is a first attempt in the process of automation of decision-
making around security incident disclosure. There is still a lot to in-
vestigate, discover, implement.

The limitations mentioned in the previous section serve as the base
to continue investigating security incident disclosure issues. More
companies could be asked for feedback to discover whether some
industries value the framework solution more than others, and if so,
which ones. Future adjustments to the framework should be based
on the comments of those organizations that see value in implement-
ing a more automated process of arriving on an incident disclosure
strategy.

As this report progressed, we noticed that there is a benefit in ex-
ploring the technical implementation of the tools proposed by the
framework. Companies would like to see that it is feasible to create
the proposed database with a big amount of different information;
that it would be easy to retrieve the data which will help in making
judgment calls regarding security incident disclosure. Hence, by de-
signing the generic applications proposed in this paper (e.g. incident
specifics questionnaire, knowledge database), future researchers will
help promote the decision-support framework among the companies.
Applications will also assist in testing the framework’s utility and
efficacy and proposing future changes.

Finally, the scope of this research does not consider activities prior
to the confirmation of a security incident. However, the process of
moving from an event of interest stage to the actual confirmation of
the security incident could require a lot of time and possibly exten-
sive internal disclosures. As we discovered from the interviews, the
company can continue naming the actual incident as an event of inter-
est, just to take delays before external disclosures, since regulations
require disclosing the incidents that have been confirmed. It would
be interesting to see how the incident labeling can influence the dis-
closure decisions, and how organizations can potentially benefit from
it.
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D E S I G N S C I E N C E R E S E A R C H M E T H O D

a.1 introdcution to design science

Hevner et al. describe Design Science as a paradigm in which the cre-
ation of a useful artifact is set as the main goal rather than developing
or verifying theories. Design science effectively addresses so-called
wicked problems [66] that exist in unstable environments, where com-
plex interactions between sub-components exist, or there is a critical
dependence on human cognitive and social abilities to produce effec-
tive solutions. An environment of this research - the rapidly changing
level of cyber threats, new regulations, organizational dependency on
human decision-making skills in addition to IT systems, and complex
interconnections between people managing security incidents - cre-
ates, thus, a set of wicked problems need to be solved in order to
produce a useful artifact.

A step-by-step decision-support framework, an outcome of this re-
search, can be classified in the design science vocabulary as a method.
According to Hevner et al. methods "define processes. They provide
guidance on how to solve problems, that is, how to search the so-
lution space. These can range from formal, mathematical algorithms
that explicitly define the search process to informal, textual descrip-
tions of best practice approaches, or some combination" [19]. In the
context of this research, a framework will define a set of procedures
following which it is possible to access the problem environment and
find the best solutions on how, what, when, and to whom disclose
cyber security incident information.

a.2 design science research framework

A specific design science framework selected for this research was
firstly proposed by Hevner et al. and later refined by Wieringa. It is a
model that is widely used and referenced a lot in the related publica-
tions, which suggests the high quality of the selected framework. The
model also presents a set of guidelines to follow for delivering a good
design science project, which will be discussed in the next section.

According to the framework, a design science project is a set of
nested problems in which the top level problem is always a practical
problem. The main question of this research is a practical problem on
designing an organizational framework, which is decomposed into
set of knowledge subproblems (Q1-Q4) and practical subproblems
(Q5).
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Figure 14 presents the design science framework for understand-
ing, executing, and evaluating this research. The environment, which is
composed of people, business organizations, their technologies, and
existing regulations, determines the problem space. Elements within
this environment define the current business needs, and research activi-
ties should address these business needs to assure research relevance.
The knowledge base provides the practice - oriented theories to assure
rigor of the study. The design science research space contains a num-
ber of practical and knowledge problems to deal with, as described
earlier. Knowledge problems are solved by applying knowledge from
the knowledge base or by using data obtained through the interviews.
Practical problems are solved by matching problems and solutions af-
ter analysis of information gained from the answers on knowledge
questions as well as understanding of the problem environment.

Figure 14: Design Science Research Framework

a.3 design science research guidelines

An effective design science research, according to Hevner et al., should
follow seven guidelines. Table 7 presents these guidelines and de-
scribes how this research is intended to meet them in order to guar-
antee the quality of the final work.
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Guideline Hevner Description In this research

Design as an
Artifact

Design science research must pro-
duce a viable artifact in the form of
a construct, a model, a method, or
an instantiation.

The decision-support framework on security in-
cident information disclosure satisfies the crite-
ria of an artifact. As described earlier it is a
method that provides guidance on how to solve
the practical problem.

Problem
Relevance

The objective of design-science re-
search is to develop technology-
based solutions to important and
relevant business problems.

The research problem has been formed after the
preliminary analysis of current organizational
problems in the cybersecurity field. An interest
in the framework from the interviewed practi-
tioners also proved importance and relevance of
the study.

Design
Evaluation

The utility, quality, and efficacy
of a design artifact must be rig-
orously demonstrated via well-
executed evaluation methods.

Incident scenarios and an expert opinion are be-
ing used to evaluate the framework.

Research
Contributions

Effective design-science research
must provide clear and verifiable
contributions in the areas of the
design artifact, design foundations,
and/or design methodologies.

The research project seeks to fill the gap in the
existing knowledge (design foundations) on cy-
bersecurity incident notification by introducing
a novel framework (the design artifact).

Research Rigor Design-science research relies upon
the application of rigorous meth-
ods in both the construction and
evaluation of the design artifact.

This research relies on proven methods in De-
sign Science field, like works from Hevner et al.
or Wieringa in order to construct a frame-
work that considers both organizational require-
ments (discovered through interviews) and ex-
isting recommendations (discovered through lit-
erature review).

Design as a
Search Process

The search for an effective artifact
requires utilizing available means
to reach desired ends while satis-
fying laws in the problem environ-
ment.

It is already in the key goals of the final frame-
work to be consistent with current cybersecu-
rity disclosure obligations and business require-
ments.

Communication
of Research

Design-science research must
be presented effectively both to
technology-oriented as well as
management-oriented audiences.

The designed framework is presented to the or-
ganization that is looking for new disclosure
procedures. In the future, the findings will be
communicated more widely to other companies
that have shown interest in the subject.

Table 6: Design-Science Research Guidelines





B
C O N F L I C T I N G L E G A L R E Q U I R E M E N T S D U E T O
M U LT I P L E J U R I S D I C T I O N S

Figure 15, proposed by Information Security Forum [17] illustrates the
problem of a company that operates across multiple jurisdictions:

Figure 15: Organisational Operations Across the Globe. Derived from [17].

Assume that a company’s Headquarters is located in UK, but it is
operating with personal data of U.S. and Canadian citizens. The IT
facilities are outsourced to India, and a call center is located in Hong
Kong. Such organization will have to deal with multiple legislative
regimes of mentioned countries:

"In terms of applicable jurisdiction, the privacy laws of Canada,
the USA (of all states where the organization has customers) and the
UK are all applicable and should be complied with by the organisa-
tion. India currently has no enacted privacy laws (although these are
planned), but in order to meet the EU privacy requirements, the orga-
nization must ensure that the Indian IT outsourcer complies with EU
standards. The Far East call centre will be similarly required to com-
ply with EU standards, while local laws may also be in effect. Hong
Kong for example has a series of privacy laws. As the call centre is
located in Hong Kong, then there may also be cryptographic export
restrictions in force, as well as local obligations regarding certification
authorities." [17]
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Table 7 illustrates some remarkable data breach notification laws
around the globe, derived from RSA report "A New Era of Compliance"
[16].

YEAR COUNTRY DATA BREACH NOTIFICATION LAWS

2003 U.S. California’s landmark SB-1386 sets off wave of state
laws

2003-
2010

U.S. 46 states enact notification laws

2008 UK Information Commissioneris Office issues a best prac-
tice guidance requiring notification

2009 EU e-Privacy Directive amended to include notification re-
quirements for electronic communications sector

Germany National privacy law amended to include notification

2010 Austria National privacy law amended to include notification

France Draft legislation passed in Senate would make notifi-
cation mandatory

Canada National privacy law amended to include notification

Mexico New privacy law enacted that includes notification

Ireland Code of Practice issued regarding notification

Hong Kong Privacy Commissioner issues guidance note on breach
notification

EU Data Protection Directive under review for revision;
proposed law to include notification requirements for
all industries; to be implemented in all 27 EU member
countries

Table 7: Data Breach Notification Goes Global
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N O T I C E C O N T E N T

The notice to affected parties should include the following elements
[60, 64]:

- a brief description of what happened. (Who attacked you? When
did it happen? How did it happen? How widespread is this in-
cident? )

- if an incident involves personal data, a description, to the extent
possible, of the types of data (e. g., full name, data of birth, SSN,
home address, etc.)

- a brief description of steps a company is taking to investigate
the incident, to mitigate harm, and to protect against any fur-
ther similar occurrences.

- contact procedures for people willing to ask for additional infor-
mation (e. g., a toll-free number, website, postal address, etc.)

- steps individuals or other third parties should take to protect
themselves from the consequences of the incident (e. g., from
identity theft, in case of personal data leak).
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T O O L S A N D R E S O U R C E S F O R I N C I D E N T
C O M M U N I C AT I O N S

National Institute of Standards and Technology (NIST) provides a
good overview of tools that are required in the company to establish
effective incident communications [64].

- Contact information for team members and others within and
outside the organization (primary and backup contacts), such
as law enforcement and other incident response teams; infor-
mation may include phone numbers, email addresses, public
encryption keys (in accordance with the encryption software
described below), and instructions for verifying the contact’s
identity;

- On-call information for other teams within the organization, in-
cluding escalation information;

- Incident reporting mechanisms, such as phone numbers, email
addresses, online forms, and secure instant messaging systems
that users can use to report suspected incidents; at least one
mechanism should permit people to report incidents anony-
mously;

- Issue tracking system for tracking incident information, status,
etc;

- Smartphones to be carried by team members for off-hour sup-
port, onsite communications;

- Encryption software to be used for communications among team
members, within the organization and with external parties;
software must use a FIPS-validated encryption algorithm;

- War room for central communication and coordination; if a per-
manent war room is not necessary, the team should create a
procedure for procuring a temporary war room when needed;

- Secure storage facility for securing evidence and other sensitive
materials.
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E
I N T E RV I E W O U L I N E A N D Q U E S T I O N S

e.1 general interview outline

1. Introduction.

- About me;

- My research within KPMG ICT Security and Control unit;

- My goals of the interview.

2. Overview of the coordinator’s role in incident management. (Ques-
tions varied depending on the coordinator).

3. Dealing with internal stakeholders.

- In case of an incident, how the incident response group is
organized? What are the main players?

- How communications are established between employees
handling the incident?

4. Dealing with external stakeholders.

- In what cases external stakeholders would be notified? When?

- What would be the main drivers for a company to disclose
cyber incident information to external parties?

5. Advantages and disadvantages of the current approach.

- Is there any problems associated with current procedures
on incident information disclosure? If yes, what?

- What do you consider as an advantage of the current ap-
proach, what proved to be a good decision to implement
for effective notifications?

e.2 question examples to the coordinators

Example questions for the incident coordinator:

- What types of incidents are you dealing with?

- Is there specific approach for cyber incident response in partic-
ular?

- What are the biggest cyber security threats for the company?
(e.g. personal data breach, operational disruptions, etc)

Example questions for the surveillance coordinator:
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- What is an approach for information sharing on cyber incidents
within a company?

- In which cases cyber incident information is shared externally?

- Does the company cooperate with third parties to achieve better
cybersecurity defense?

Example questions for the compliance coordinator:

- Have the company experienced a security breach that has re-
quired public notification?

- If so, what was the most substantial impact on the company
from a public notification of a security breach? If not, what
would possibly be?

- Does the public notification requirement increase the company’s
willingness to engage law enforcement or other regulatory agen-
cies for assistant in responding to the security breach?

- How does the company’s willingness to share changes if no
regulations exist that require notification for a particular type
of incident (like cyber security incidents), but only guidance
that advise to do so?

Example questions for the IRM Strategy and Planning coordinator:

- What does the company want to achieve with its disclosure
strategy? What are the main goals?

- Are there any specific issues the company faces when treating
cyber security incidents?

- What are the usual timings of incident information disclosure
to external parties? For how long the company can delay notifi-
cations?



F
P O T E N T I A L I M PA C T D E F I N I T I O N S F O R S E C U R I T Y
O B J E C T I V E S

National Institute of Standards and Technology (NIST) provides the
potential impact definitions for each security objective – confidential-
ity, integrity, and availability. [68]

Figure 16: Potential Impact Definitions for Security Objectives. Derived from
[68].
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